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Hi-DRA: Intrusion Detection for Internet Security
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Abstract— Intrusion detection systems monitor computer net-
works looking for evidence of malicious actions. Networks i

complex systems and a comprehensive intrusion detection -so

lution has to be able to manage event streams with different
content, speed, level of abstraction, and accessibility.HErefore,
it is necessary to distribute intrusion detection sensors @oss
multiple protected networks, manage their configuration asthe
security posture of the networks changes, and process thegelts
of their analysis so that a high-level picture of the securiy state
of the network can be provided to the administrators. This
paper presents Hi-DRA, a network surveillance, analysis, =d
response system for high-speed, wide-area networks. Thestgm
provides a framework for the modular development of intrusion
detection sensors in heterogeneous, high-speed environm& In
addition, the system provides an infrastructure that suppots
the dynamic configuration of the sensors and the collectionra
interpretation of their results. The system, as a whole, is lale to
provide fine-grained monitoring across wide-area networksand,
at the same time, is able to correlate the results of the anadys
of the different sensors into a high-level expressive desption
of security violations.

Index Terms— Intrusion Detection, Misuse Detection, Anomaly
Detection, Alert Correlation, Security, Computer Security, Net-
work Security

I. INTRODUCTION

In recent years networks have become larger, faster, and
highly dynamic. In particular, the Internet, the world-wid

TCP/IP network, has become a mission-critical infrastrtest

for governments, companies, financial institutions, antt mi

lions of everyday users.

Large-scale infrastructures that provide

to create a nation-wide security infrastructure that essbl
the correlation of security-related information comingrfr
different subsystems to obtain a global view of the security
state of the infrastructure and that enables command and
control capabilities from a central or distributed constaition.

The ability to analyze and reconfigure the security posture
of a network from a single control component is particularly
important when the infrastructure is under attack “as a whol
for example in the case of cyber-terrorism. In these cabes, t
ability to integrate the information coming from differgudrts
of the network, to coordinate countermeasures, and pgssibl
to counterattack is vital. Unfortunately, existing appioes to
network monitoring and surveillance suffer from a number of
limitations.

« Current techniques for network monitoring and intrusion
detection are not able to cope with the increasing speed of
networks and are mainly focused on end-to-end attacks.

« Monitors and surveillance tools cannot be dynamically
configured to respond in real-time to new threats and to
changes in the level of concern.

« Monitoring is performed without taking into account the
characteristics of the protected network such as topology
and deployed services.

There is no large-scale coordination and control infras-
tructure that allows one to correlate surveillance segurit
reports and exert control over the type and level of
surveillance to be performed in the protected networks.
At UCSB we have developed a network surveillance, anal-

nation-widgsis, and response system for high-speed, wide-area rietwor

mission-critical services are usually managed (or at ledbat will overcome these limitations. The system, which is
regulated) by a national central authority. An examplealled Hi-DRA (High-speed, wide-area netwoiRetection,
is the US national power grid. In contrast, the Interndtesponse, andnalysis), provides enhanced surveillance, anal-

by its construction is anetwork of networkscomposed
of autonomous subsystems

ysis, and response capabilities in the context of highdpee

managed by companigéje-area networks. The Hi-DRA architecture is presented

organizations, and governments with different and sonestimschematically in Figure 1. The figure represents three prede

conflicting goals. Thus, mission-critical

networks mustetworks instrumented with Hi-DRA surveillance comporsent

survive and interoperate within an untrusted heterogemednd connected by the Hi-DRA wide-area communication and

environment.

control infrastructure.

This model suggests that the protection of the network The protected networks are nameigji.com univ.edy and

infrastructure must rely olocal surveillanceandglobal coor-

devel.gov The network monitoring surveillance tool is rep-

dination and contralLocal surveillance addresses the problefgsented in detail for networlevel.goy which is connected
of securing a protection domain by means of proactive sgcurio the Internet (the oval at the center of the figure) through
measures, extensive monitoring, and real-time response. B high-speed link (the thick black line in the figure). Traffic
local protection is not enough. Worms and distributed deni@n the link is partitioned into sub-portions and assigned to
of-service attacks have shown that the future threats to tAedicated links. On each link a set of network sensors pasor
infrastructure will involve numerous protection domains anetwork analysis. The process of partitioning the network

victims or unwilling collaborators. Therefore, there is @ed traffic and assigning analysis tasks to network sensors is
described in Section Il. In addition to sensors that monitor

the traffic on the network up-link, thdevel.govnetwork is
instrumented with both host-based and network-based senso
These sensors are configurable and controllable survedlan
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Fig. 1. Hi-DRA high-level architecture.

monitors, whose characteristics are detailed in Sectibn Imonitors, which receive alerts from the protected networks
Both the configuration of the sensors and the traffic partitioperform high-level situation analysis and course of action
ing algorithm are closely tailored to the protected networkletermination, and send control messages to the protected
This is made possible by thaetwork modelcomponent. networks using the infrastructure.

This component contains security-critical informationromb  Due to space limitations we can only highlight a few of
the protected network. The model structure and the netwdhe components of Hi-DRA. Therefore, we will limit our
discovery and validation tools are described in [1]. Apresentation to the partitioning technique that we use #& de
instance of the model is completed by means of a set with high-speed networks, our “web of sensors” approach to
composable network tools. The information gathered is usptbviding highly configurable sensors, and our approach to
as a basis for configuration and customization of the sydtem.intrusion detection alert correlation.

addition, the same tools can be used to validate the infeemat The remainder of this paper is structured as follows: Sec-
stored in the model against the actual configuration of thien Il presents an overview of our partitioning approach to
network. This process allows the security administrator ttealing with high-speed networks. Section Il discusses ou
identify misconfigurations and possible vulnerabilitiesthe “web of sensors* approach to managing and controlling lyighl
protected network. Finally, the surveillance monitorstthee configurable network and host-based sensors. Section IV pro
local to each protected network are coordinated through Hiides an overview of the components of the correlation Bsce
DRAs wide-area communication and control infrastructur@nd discusses the tool that implements this process. &e¢tio
which is based on the Siena system [2]. Each network psesents related work. Finally, Section VI draws conclasio
connected to the infrastructure by means of aggregator and outlines future work.

component (represented as a hexagon in the figure). Megsagin

is then managed by a number of interconnected coordination Il. MONITORING HIGH SPEEDLINKS

servers deployed across the Internet (the circles inside th Network-based intrusion detection systems (NIDSs) per-
Internet oval) that use Siena to implement a scalable afitm security analysis on packets obtained by eavesdrgppin
survivable communication infrastructure. The infrastaue, on a network link. The constant increase in network speed and
is also used by one or more Global Command and Conttdkoughput poses new challenges to these systems. Current
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network-based IDSs are barely capable of real-time traffice Intrusion detection must be performed by a set of sensors,
analysis on saturated Fast Ethernet links (100 Mbps) [3]. As each of which is responsible for the detection of a subset
network technology presses forward, Gigabit Ethernet 100  of the signatures.
Mbps) has become the de-facto standard for large networke Each sensor must be autonomous and must not interact
installations. In order to protect such installations, aveio with other sensors.
approach for network-based intrusion detection is necgssa « The system must partition the analyzed event stream into
to manage the ever-increasing data volume. slices of manageable size.

Network speeds have increased faster than the speed of Each traffic slice must be analyzed by a subset of the

processors, and therefore centralized solutions havéheeac
their limit. This is especially true if one considers in-tigp
stateful intrusion detection analysis. In this case, thesges
have to maintain information about attacks in progress.,(e.g

in the case of multi-step attacks) or they have to perform

application-level analysis of the packet contents. Thaskst
are resource intensive and in a single-node setup may sériou

intrusion detection sensors.

The system must guarantee that the partitioning of traffic
maintains detection of all the specified attack scenarios.
This implies that sensors, signatures, and traffic slices
must be configured so that each sensor has access to the
traffic necessary to detect the signatures that have been
assigned to it.

interfere with the basic task of retrieving packets from the « Components can be added to the system to achieve higher
wire. throughput. More precisely, the approach must result in a
To be able to perform in-depth, stateful analysis it is neces  scalable design where one can add components as needed
sary to divide the traffic volume into smaller portions thatc to match increased network throughput.
be thoroughly analyzed by intrusion detection sensorss Thi
approach has often been advocated by the high-performance )
research community as a way to distribute the service logd System Architecture
across many nodes. In contrast to the case for standard loadhe requirements listed in the previous section have been
balancing, the division (or slicing) of the traffic for ingien used as the basis for the design of our network-based iotrusi
detection has to be performed in a way that guarantees thetection system. The system consists ofigwork tap a
detection of all the threat scenarios considered. If a randdraffic scatterey a set of m traffic slicers S, ..., S, —1, a
division of traffic is used, sensors may not receive sufficieawitch a set ofn stream reassemblergy, ..., R,—1, and a
data to detect an intrusion, because different parts of thet ofp intrusion detection sensoth, ..., I,—i. A high-level
manifestation of an attack may have been assigned to differdescription of the architecture is shown in Figure 2.
slices. Therefore, when an attack scenario consists of @aum The network tap component monitors the traffic stream on a
of steps, the slicing mechanism must assure that all of thigh-speed link. Its task is to extract the sequeftcef link-
packets that could trigger those steps are sent to the serlager frames(fo, f1, ..., ft) that are observable on the wire
configured to detect that specific attack. during a time periodA. This sequence of frames is passed
to the scatterer which partitions into m sub-sequences; :
0 < j < m. Each F; contains a (possibly empty) subset
of the frame sequencg. Every framef; is an element of
The problem of intrusion detection analysis in high-speetkactly one sub-sequend€ and thereforerngFj = F.
networks can be effectively attacked only if a scalabletsmhu The scatterer can use any algorithm to partitionHereafter,
is available. Consider the traffic on a monitored network linit is assumed that the scattering algorithm simply cyclesr ov
as a bi-directional stream of link-layer frames (e.g., Etle¢ them sub-sequences in a round-robin fashion, assigrirtg
frames). This stream contains too much data to be proces$¢ghqq,,)- As a result, eactt’; contains ann-th of the total
in real-time by a centralized entity and has to be divided intraffic.
several smaller streams that are fed into a number of differe Each sub-sequencg; is transmitted to a different traffic
distributed sensors. Each sensor is only responsible faoses slicer S;. The task of the traffic slicers is to route the frames
of all detectable intrusion scenarios and can thereforeagen they receive to the sensors that may need them to detect an
to process the incoming volume in real-time. Neverthelthss, attack. This task is not performed by the scatterer, because
division into streams has to be done in a way that providéame routing may be complex, requiring a substantial arhoun
each sensor with enough information to detect exactly tloétime, while the scatterer has to keep up with the high traffi
same attacks that it would have witnessed when operatithgoughput and can only perform very limited processing per
directly on a single network link. frame.
. The traffic slicers are connected to a switch component,
B. Requirements which allows a slicer to send a frame to one or morenof
The overall goal is to perform stateful intrusion detectiooutgoing channels’;. The set of frames sent to a channel
analysis in high-speed networks. The approach is chaizeter is denoted byFC;. Each channel’; is associated with a
by the following requirements. stream reassembler componétitand a number of intrusion
o The system must implement a misuse detection agetection sensors. The set of sensors associated with éhann
proach wherasignaturegepresenting attack scenarios ar€’; is denoted byIC;. All the sensors that are associated
matched against a stream of network events. with a channel are able to access all the packets sent on that

A. A Slicing Approach to High-Speed
Intrusion Detection
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Fig. 2. High-level architecture of the high-speed intrasietection system.

channel. A problem that could occur with this approach iBhe filters are determined by composing the event spaces
that the original order of two packets could be lost if thassociated with all the scenarios that are “active” on aipec
two frames took different paths over distinct slicers to thehannel. More precisely, the set of active scenariad@s =
same channel. Therefore, the reassemblers associated wgtﬁ A; where4; is the set of scenarios df € IC; andk
each channel make sure that the packets appear on the chaisrtake number of sensors on channgl The event spac&C;
in the same order that they appeared on the high-speed lifdt. a channelC; is the disjunction of the event spaces of all
That is, each reassembl&; must make sure that for eachactive scenarios, which corresponds to the disjunctionllof a
pair of framesf;, fr € FC;, (f; beforef) < j <k. the clauses of all the active scenarios. The resulting tlvera
Each sensor componei is associated withy different expression is the filter that each slicer uses to determiae if
attack scenariosl; = {4, ..., Aj;—1}. Each attack scenarioframe has to be routed to that specific channel. Note that it is
A, has an associatelent spacé’;;. The event space speci-possible that a certain frame will be needed by more than one
fies which frames are candidates to be part of the manifestatscenario. Therefore, it will be sent on more than one channel
of the attack. For example, consider an attack targetingla We The configuration of the slicers as described above is static
server calledyeor gi a within the network protected by thethat is, it is calculated off-line before the system is sdrfThe
intrusion detection system. In this case, the event space $tatic approach suffers from the possibility that, depegdin
that attack is composed of all the TCP traffic that involvethe type of traffic, a large percentage of the network packets
port 80 on hosgeor gi a. could be forwarded to a single channel. This would result in
Event spaces are expressed as disjunctiordaafses that an overloading of the sensors attached to that channel.
iS, Eji = Cjky V Cjk, V... V ¢k, , Where each clauseg, is an The static configuration also makes it impossible to predict
expression of the typeRy. « denotes a value derived fromthe exact number of sensors that are necessary to deal with a
the framef; (e.g., a part of the frame header) whitespecifies Gigabit link. The load on each sensor depends on the scenario
an arithmetic relation (e.g., =, <). y can be a constant, theused and the actual traffic. The minimum requirement for the
value of a variable, or a value derived from the same framslicers is that the capacity of their incoming and outgoingd
Clauses and event spaces may be derived automatically fromst be at least equal to the bandwidth of the monitored link.
the attack descriptions, for example from signatures anith One way to prevent the overloading condition is to perform
attack languages such as Bro [4], Sutekh [5], STATL [6], adynamic load balancing. This is done by reassigning scesari

Snort [7]. to different channels at run-time. This variant obviousty i
) plies the need to reconfigure the filter mechanism at thedraffi
D. Frame Routing slicers and update the assignment of clauses to channels.

Event spaces are the basis for the definition of the filtersin addition to the reassignment of whole scenarios to
used by the slicers to route frames to different channetiifferent channels, it is also possible to split a singlensc®
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into two or more refined scenarios. The idea is that eaelecution time. In addition, thad hocnature of existing tools
refined scenario catches only a subset of the attacks that does not allow one to dynamically configure a running sensor
original scenario covered, but each can be deployed orms@that a new event stream can be used as input for the security
different channel. Obviously, the union of attacks deteleta analysis.
by all refined scenarios has to cover exactly the same set ofAnother limit of existing tools is the relatively static digr
attacks as the original scenario did. uration of responses. As was the case for signatures, nigrmal
This can be done by creating additional constraints dhis possible to choose only from a specific subset of possibl
certain attributes of one or more basic events. Each constraesponses. In addition, to our knowledge, no system allows
limits the number of attacks a refined scenario can deteet. Tior associating a response wititermediatesteps of an attack.
constraints have to be chosen in a way so that every possibles is a severe limitation, especially in the case of distied
value for a certain attribute (of the original scenario)lievmed attacks carried out over a long time span.
by the constraint of at least one refined scenario. Then the seln addition, the configuration of existing tools is mainly
of all refined scenarios, which each cover only a subset of therformed manually and at a very low level. This task is
attacks of the original one, are capable of detecting theesaparticularly error-prone, especially if the intrusion egion
attacks as the original. sensors are deployed across a very heterogeneous envirbonme
A simple mechanism to partition a particular scenario is @nd with very different configurations. The challenge is to
include a constraint on the destination attribute of eadichadetermine if the current configuration of one or more sensors
event that represents a packet which is sent by the attackewalid or if a reconfiguration is meaningful.
One has to partition the set of possible destinations seticit ~ We have developed a novel approach to distributed intrusion
refined scenario only covers attacks against a certain rahgeletection. The idea is that a protected network is instruaten
hosts. When the union of these target host ranges coverswith a “web of sensors” composed of distributed components
possible attack targets, the set of refined scenarios ibtmph integrated by means of a local communication and control
finding the same attacks as the original scenario. This @gpro infrastructure. The task of the web of sensors is to provide
is necessary when a single scenario causes too much traffifine-grained surveillance inside the protected networke Th
be forwarded to a single channel. web of sensors implementscal surveillanceagainst both
In addition, obviously innocent or hostile frames could beutside attacks and local misuse by insiders in a way that
filtered out before the scenario clauses are applied, theré® complementary to the mainstream approach where a single
eliminating traffic that needs no further processing. Tligld point of access (e.g., a gateway) is monitored for possible
be used, for instance, to prevent the system from beingplicious activity. The outputs of the sensors, in the form
flooded by packets from distributed denial-of-service stavof alerts are collected by a number of “meta-sensor” com-
that produce traffic with a unigue, known signature. ponents. Each meta-sensor is responsible for a subset of the
The effectiveness of the scatterer/slicer/ reassembddi-ar deployed sensors, and may coordinate its activities witlerot
tecture were experimentally evaluated on a system usimeg thmeta-sensors. The meta-sensors are responsible forgstben
traffic slicers n = 3) and four stream reassemblers£ 4) alerts, for routing alerts to other sensors and meta-seffed.,
with one intrusion detection sensor per stream with favierado perform correlation to identify composite attack scévsy

results. The details of these experiments can be found in [8]nd for exerting control over the managed sensors.
Control is the most challenging (and most overlooked) func-

tionality of distributed surveillance. Most existing appches
simply aggregate the outputs of distributed sensors anasfoc
mainly on the intuitive presentation of alerts to the networ
Any monitoring and surveillance functionality builds onsecurity officer. This is not enough. There is a need for fine-
the analysis performed bgurveillance sensorsThe intrusion grained control of the deployed sensors in terms of scemario
detection community has developed a number of differetdt be detected, tailoring of the sensors with respect to the
systems that perform intrusion detection in particular dov® protected network, and dynamic control over the types of
(e.g., hosts or networks) and in specific environments,(e.gesponse. These are requirements that can be satisfied only
Windows NT or Solaris). if the surveillance sensors areighly configurableand if
These tools suffer from two main limitations: they are&onfiguration can be performed dynamically, without stogpi
developedad hocfor certain types of domains and/or environand restarting sensors when a reconfiguration is needed.
ments, and they are difficult to configure, extend, and cdntro We have designed a suite of highly configurable surveillance
remotely. In the specific case of signature-based intrusisansors and a command and control meta-sensor that allows
detection systems [9]-[12] the sensors are equipped witththee network security officer to exert a very fine-grained oaint
number of signatures that are matched against a streamoeér the deployed surveillance infrastructure. Meta-sens
incoming events. Most systems (e.g., [9]) are initializethw can be organized hierarchically to achieve scalability and
a set of signatures at startup time. Updating the signatitre san be replicated to support fault-tolerance. This web of
requires stopping the sensor, updating the signature sdt, aensors is built around the State Transition Analysis Tegln
then restarting execution. Some of these tools provide a WGTAT) framework developed by the Reliable Software Group
to enable/disable some of the available signatures, but fetv UCSB. The STAT framework provides a platform for
systems allow for the dynamic inclusion of new signatures tite development of highly configurable probes in different

Ill. HIGHLY CONFIGURABLE INTRUSION DETECTION
SENSORS
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domains and environments. The STAT approach is centeliatb a scenario plugin which is a shared library (e.g., a
around five key concepts: the STAT technique, the STATL so” library in UNIX or a DLL library in Windows). In
language, the STAT Core, the CommSTAT communicaticaddition, each language extension used by the scenario must
infrastructure, and the MetaSTAT control system. be compiled into anextension modulewhich is a shared
The approach provides the basic mechanisms to reconfiguiterary too. Both STATL scenarios and language extensien ar
at run-time, which input event streams are analyzed by edchnslated into C++ code and compiled into libraries by the
sensor, which scenarios have to be used for the analysis, STAT development tools.
what types of responses must be carried out for each stag8) The STAT CoreThe STAT core is the runtime of the
of the detection process. In addition, the approach exlici STATL language. The STAT core implements the domain-
models the dependencies among the modules composingdependent characteristics of STATL, such as the concepts
sensor so that it is possible to automatically identify thef state, transition, timer, matching of events, etc. At-timme
steps that are necessary to perform a reconfiguration of the STAT core performs the actual intrusion detection asisly
deployed sensing infrastructure. In addition, the polsilbf process by matching an incoming stream of events against a
retrieving current configurations from remote sensorswallo number of scenario plugins. A running instance of the STAT
one to determine if a reconfiguration is valid or meaningfulcore is dynamically extended to build a STAT-based sensor.
The details of this process can be found in [21].
4) The CommSTAT communication infrastructu@TAT-
A. The STAT Framework based sensors are connected by a communication infragtuct
The STAT framework is the result of the evolution of thehat allows the sensors to exchange alert messages andlcontr
original STAT technique and its application to UNIX sysdirectives in a secure way. STAT control messages are used to
tems [13]-[15] into a general framework for the developmentanage and update the configuration of STAT-based sensors.
of STAT-based intrusion detection sensors [16]. For example, messages can be used to ship a scenario plugin
1) The STAT TechniqueSTAT is a technique for repre-to a remote sensor and have it loaded into the core. As an-
senting high-level descriptions of computer attacks. éta other example, the infrastructure supports messages tagean
scenarios are abstracted istates which describe the security language extensions and other modules. Participationén th
status of a system, arichnsitions which model the evolution CommSTAT communication infrastructure is mediated by a
between states. By abstracting from the details of pagiculCommSTAT proxyhat performs preprocessing of messages
exploits and by modeling only the key events involved in aand control directives and that supports the integratichiod-
attack scenario, STAT is able to model entire classes ofkatta party tools that are not based on the STAT framework.
with a single scenario, overcoming some of the limitatiohs o 5) The MetaSTAT control infrastructurdihe CommSTAT
plain signature-based misuse detection systems [17]. communication infrastructure is used by the MetaSTAT com-
2) The STATL LanguageSTATL is an extendible lan- ponent to exert control over a set of sensors. The MetaSTAT
guage [18] that is used to represent STAT attack scenaries. Tomponent is responsible for the following tasks:
language defines the domain-independent features of th€ STA. Collect and store the alerts produced by the managed
technigue. The STATL language can be extended to express sensorsIDMEF alerts are stored in a relational database.
the characteristics of a particular domain and environment A schema to efficiently store and retrieve IDMEF alerts
The extension process includes the definition of the set of has been developed, and a GUI for the querying and
eventghat are specific to the particular domain or environment  display of stored alerts has been implemented.
being addressed and the definition of ngsedicateson those  « Route alerts to STAT sensors and other MetaSTAT in-
events. For example, to extend STATL to deal with events stancesMetaSTAT components and STAT-based sensors
produced by the Apache Web browser one would define can subscribe for specific alerts. Alerts matching a sub-
one or more events that represent entries in the application scription are routed through the appropriate CommSTAT
logs. In this case an event would have the fiehisst, communication channels.
i dent , aut huser,dat e, r equest, st at us, andbyt es « Maintain a database of available modules and relative
as defined by Apache’s Common Log Format (CLF) [19]. dependenciesEach MetaSTAT component is associated
After having defined new events it may be necessary to specify with a Module Databaseof compiled scenario plugins,
specific predicates on those events. For example, the ptedic  language extension modules, and other modules. For each
i sSCA request () would return true if an event is a request  module, the database stores the dependencies with respect
for a CGlI script. Event and predicate definitions are grouped to both other modules and the operational environment
in a language extensionOnce the event set and associated where the module may need to be deployed. These
predicates for a language extension are defined, it is gessib  dependencies are a novel aspect of the STAT approach
to use them in a STATL scenario description by including them and are described in more detail in [21].
with the STATL use keyword. A number of extensions for « Maintain a database of current sensor configurations.
TCP/IP networks, Sun BSM audit records [20], and Windows MetaSTAT manages &ensor Databaseontaining the
NT event logs have been developed. current components that are active or installed at each
STATL scenarios are matched against a stream of events by STAT-based sensor. This “privileged” view of the de-
the STAT core (described below). In order to have a scenario ployed web of sensors is the basis for controlling the
processed by the STAT core it is necessary to compile it sensors and planning reconfigurations of the surveillance
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infrastructure. The structure of the database is describiédhould be implemented and evaluated. In particular, most
in detail in [22]. existing correlation approaches operate on only a few aspec
The STAT-based framework has been leveraged to realizefdhe correlation process, such as the fusion of alertsatet
highly-configurable “web of sensors” controlled by a metagenerated by different intrusion detection systems inaesg
sensor component, called MetaSTAT. The flexibility of th& a single attack, or the identification of multi-step atkc
framework allows the Intrusion Detection Administrator tdhat represent a sequence of actions performed by the same
perform complex reconfiguration tasks. In addition, by @&xpl attacker. In addition, correlation tools that do cover nplat
itly modeling the dependencies between modules it is plessilaspects of the correlation process are evaluated “as a yhole
to automatically generate a valid deployment plan from highvithout an assessment of the effectiveness of each componen
level specifications. of the analysis process. As a result, it is not clear if and how
The “web of sensors” is based on the STAT approach buttite different parts of the correlation process contribotéhe
has been designed to be open. Third party IDS modules carerall goals of correlation.
easily be integrated through CommSTAT proxies. Integratio Another problem is that many existing approaches operate
of external components is limited to the exchange of alemgider the assumption that the alert stream is composed of de-
if primitives for the dynamic configuration of sensors ar¢ ndections of successful attacks. Unfortunately, expegestmows
available. that this assumption is wrong. Intrusion detection systamas
The STAT tools [23]-[28] and the MetaSTAT infrastrucvery noisy, and, in addition to false positives, they pragluc
ture [29] have been used in a number of evaluation effor&erts with different levels of relevance. As a consequence
such as the MIT/Lincoln Labs evaluations and the Air Fordie effectiveness of alert correlation is negatively g#dcby
Rome Labs evaluations [30], [31], in technology integnatiothe poor quality of the input alert stream.
experiments, such as DARPAs Grand Challenge ProblemThe main objective of a correlation process is to produce
(GCP), and the iDemo technology integration effort [32]alh a succinct overview of security-related activity on the-net
of these very different settings, the STAT tools performedyv work. This process consists of a collection of components
well: detecting attacks in real-time with very limited oliead. that transform intrusion detection sensor alerts intousitn
The STAT Framework, the MetaSTAT infrastructure, anceports. Because alerts can refer to different kinds otkstat
the STAT-based tools are open-source and publicly availaldifferent levels of granularity, the correlation processot

at the STAT web sitdttp://www.cs.ucsb.edufsg/STAT treat all alerts equally. Instead, it is necessary to pmadet
of components that focus on different aspects of the overall
IV. INTRUSION DETECTIONALERT CORRELATION correlation task. We have designed and implemented a tool,

The intrusion detection community has developed a numbzalled AlertSTAT, which uses the MetaSTAT infrastructuse t
of different intrusion detection systems that performiston collect the alerts produced by the intrusion detection Gens
detection in particular domains (e.g., hosts or networks), and then performs correlation on the resulting data using a
specific environments (e.g., Windows NT or Solaris), anaumber of different components.
at different levels of abstraction (e.g., kernel-levellsoor Some of the components can operate on all alerts, indepen-
application-level tools). As more IDSs are developed, oekw dent of their type. These components are used in the initial
security officers (NSOs) are faced with the task of analyzirand final phases of the correlation process. Other compsnent
an increasing number of alerts resulting from the analybis work with only certain classes of alerts. These components
different event streams. In addition, IDSs are far from @etrf are responsible for performing specific correlation tasiet t
and may produce both false positives and non-relevant posinnot be generalized for arbitrary alerts.
tives. Non-relevant positives are alerts that correctbniify The correlation tool that we implemented uses a pipeline
an attack, but the attack fails to meet its objective. Famimse, architecture, consisting of 10 different components. Th& fi
the attack may be exercising a vulnerability in a servicé iha two tasks are performed on all alerts. The process starts wit
not provided by the victim host. For instance, consider ad€o a normalizationcomponent that translates every alert that is
Red” worm that attacks a Linux Apache server. Although amceived into a standardized format that is understood by al
actual attack is seen on the network, this attack will faigther correlation components. This is necessary becaeds al
because Apache is not vulnerable to the exploit utilized Bgom different sensors can be encoded in different formats.
the worm. Clearly, there is a need for tools and techniqubext, apre-processingcomponent augments the normalized
that allow an NSO to aggregate and combine the outputsalérts so that all required alert attributes (such as ttag;
multiple IDSs, filter out spurious or incorrect alerts (swah end-time, source, and target of the attack) are assigned-mea
“Code Red" attacks against Apache installations), andigeov ingful values.

a succinct, high-level view of the security state of the gctéd The core of the correlation process consists of components
network. that implement specific functions, which operate on diffeére

To address this issue, researchers and vendors have pdopspatial and temporal properties. That is, some of the compo-
alert correlation an analysis process that takes the alertents correlate events that occur close in time and spage (e.
produced by intrusion detection systems and produces ctdmpelerts generated on one host within a small time window),
reports on the security status of the network under suarei#t. while others operate on events that represent an attackrsgen
Although a number of correlation approaches have been stigat evolves over several hours and that includes alertatba
gested, there is no consensus on what this process is or lgmmerated on different hosts (e.g., alerts that represege-
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scale scanning activity). It is natural to combine events thfive systems that were independently evaluated in DARPA'S

are closely related (spatially and temporally) into conifgos Correlation Technology Validation effort [32]. Even thdug

alerts, which are in turn used to create higher-level alerts at that time, the prototype included only a subset of the
The next four correlation components of our process albmponents described in this paper, it was ranked as one

operate on single, or closely related, events. filsgoncom- of the top correlators. The prototype produced two orders of

ponent is responsible for combining alerts that repredemt tmagnitude reduction in the number of alerts and operated in

independent detection of the same attack instance by elifferreal-time.

intrusion detection systems. Therificationcomponent takes

a single alert and determines the success of the attack that V. RELATED WORK

corresponds to this alert. The idea is that alerts that spaed Hi-DRA composes a number of different approaches to
to failed attacks should be appropriately tagged and their P PP

influence on the correlation process should be decreased. ?FlOVIde a comprehensive intrusion detection system fo-hig

. . . speed, wide-area networks. There is a large body of related
thread reconstructiorcomponent combines a series of alerts
esearch for each of the areas that these approaches r#prese

that refer to attacks launched by a single attacker agalnsEJﬁl‘ortunately, due to space limitations, it is not feasibde

zlsnsgc:iiggg?\ténngﬁfga;gejzslzlr?snv;ﬁﬁ%”:;{iggggﬁfg present all the related work that has been published in these
fields. Instead we refer the interested reader to the keyrpape

related to the same attack. . that present the details of the three Hi-DRA components dis-
The next two components in our process operate on alerts

. . : cussed in this paper for more information on related researc
that involve a potentially large number of different hoStke ) : .
o . e A discussion of most of the related research can be found in
focus recognitiorcomponent has the task of identifying hOStE18] [21], [22], [33]
that are either the source or the target of a substantial eBumb " ’ ' :

of attacks. This is used to identify denial-of-service (Dosmlljtltil-scoeiljszlr?;’t Tr?ge\r/:tré;c; Z??nﬁgiia?%rajgsgzr:n to otggr
attacks or port scanning attempts. Timellti-step correlation P ' 9 Y

component has the task of identifying common attack paﬂterrl?y both the research and the commercial communities. No-

) X . table examples are SRI's EMERALD [10], [34] and ISS’
such as an island-hopping attack (i.e., an attack where an .
. . ; ealSecure [12]. Both of these toolsets include a number of
intruder breaks into a host and uses it as a launch pad

more attacks). These patterns are composed of a sequenclr_e'ooefrent sensor components and high-level analysis @sgin

individual attacks, which can occur at different points lire t ' e>_<amp|e, EMERALD includes a host-based intrusion
network. detection system, two network-based analyzers, and a-corre

The final components of the correlation process cont Iﬁzia_non/aggregatlon component. Even though the EMERALD
r

. . p oOolset covers a number of different domains, there is no
tualize the alerts with respect to a specific target netwo

The impact analysiscomponent determines the impact OFXp|ICIt mechanism in the their approach that is exclugivel

the detected attacks on the operation of the network bei(rjledlcated to support the extension of an intrusion detectio

monitored and on the assets that are targeted by the madicio tem 1o new doma_ms. In addition, there is no infrastmectu

o : . ' control and reconfigure the sensors at run-time. Reat8ecu
agtlv!ty. The results of this aqalyss are then useq b_y tré%ffers from similar limitations. Being a commercial syste
prioritization component to assign an appropriate priority t?&ealSecure does not providé an extensible framework for
every alert. This priority information is important for aqdy

. L . - . the creation of new sensors or for the tailoring of existing
discarding information that is irrelevant or of less imparte o i .
: . sensors to specific security requirements. Compared t@ thes
to a particular site.

In its current configuration, alerts that are correlated 5 stem_s, H'.'PRA provides a finer-grained level of contrad an
ustomizability.

one AlertSTAT component are input to the next componen
Although this process is sequential, all alerts are notiredqu
to pass through components sequentially. Some components VI. CONCLUSIONS AND FUTURE WORK
could operate in parallel, and it is even possible that slert This paper presented Hi-DRA, a system that integrates
output by a sequence of components could be fed backiasusion detection, alert correlation, and coordinateach-
input to a previous component of the process. anisms, to achieve in-depth surveillance in high-speedewi
We have applied our correlation tool to a large numbearea networks. By composing localized monitoring with gllob
of diverse data sets, to analyze if and how each componentmmunication and control, Hi-DRA is able to support in-
contributes to the overall correlation process. The detail depth analysis and high-level reporting and configuration.
these experiments can be found in [33]. These experimentduture work will focus on experimenting to improve two
demonstrate that the effectiveness of each component of #spects of the system. First, we plan to refine our network
process is dependent on the data sets being analyzed. Torloelels to better evaluate the impact that wide-spreadkattac
more precise, these experiments show that the performanoeld have on a large-scale infrastructure. It is possibét t
of the correlation process is significantly influenced by thiese attacks could leverage complex, unforeseen intendep
network topology, the characteristics of the attack, arel tldencies between subsystems that are difficult to represent a
available meta-data. Thus, one cannot, in general, daterani analyze. Secondly, we plan to use simulation-based asalysi
ranking among components with respect to their effectigeneto evaluate the ability of the system to scale to hundreds
A preliminary version of our correlation tool was one obf networks with thousands of sensors. These large-scale
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installations represent a challenge in terms of the regsurg1] G. Vigna, F. Valeur, and R. Kemmerer, “Designing and kenpenting a

needed to manage the volume of alerts produced by the sensor

and to the ability to map high-level control directives omto
complex, heterogeneous infrastructure.
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