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Abstract—
Dynamic routing protocolssuchasRIP and OSPFessentiallyimplement

distributed algorithms for solving the ShortestPathsProblem. The Border
Gateway Protocol (BGP) is currently the only interdomain routing proto-
col deployed in the Internet. BGP is not solving a shortest paths problem
sinceany interdomain protocol is required to allow policy-basedmetrics to
override distance-basedmetrics and enableautonomoussystemsto inde-
pendentlyde�ne their routing policieswith little or no global coordination.
It is then natural to ask if BGP canbeviewedasa distributed algorithm for
solving somefundamental problem. We intr oducethe StablePathsProblem
and show that BGP can be viewed as a distributed algorithm for solving
this problem. Unlik ea shortestpath tr ee,sucha solution doesnot represent
a global optimum, but rather an equilibrium point in which eachnode is
assignedits local optimum.

We study the Stable Paths Problem using a derived structure called a
disputewheel, representingcon�icting routing policiesat various nodes.We
show that if no disputewheelcanbeconstructed,then thereexistsa unique
solution for the StablePathsProblem. Wede�ne the SimplePathVectorPro-
tocol (SPVP),a distributed algorithm for solving the StablePathsProblem.
SPVP is intended to capture the dynamic behavior of BGP at an abstract
level. If SPVP converges,then the resulting state correspondsto a stable
paths solution. If there is no solution, then SPVPalwaysdiverges. In fact,
SPVP can even diverge when a solution exists. We show that SPVP will
converge to the unique solution of an instanceof the StablePaths Problem
if no disputewheelexists.

I . INTRODUCTION

TheBorderGateway Protocol,BGP, is currentlytheonly in-
terdomainroutingprotocolemployedon theInternet[13], [18],
[19]. BGP allows eachautonomoussystemto independently
formulate its routing policies, and it allows thesepolicies to
overridedistancemetricsin favor of policy concerns.In contrast
to puredistance-vectorprotocolssuchasRIP [2], [14], BGPis
notsafein thesensethatroutingpoliciescancon�ict in amanner
thatcausesBGPto diverge,resultingin persistentrouteoscilla-
tions[21]. Moreover, thesafetyof BGProutingpoliciesmaynot
berobustwith respectto network failures.Recentstudieshave
highlightedtheadverseeffectsof interdomainrouting instabil-
ity [16], [17]. Although it is not known if any of theobserved
BGPinstabilityhasbeencausedby policy con�icts, in theworst
casesuchcon�icts couldintroduceextremeoscillationsinto the
globalroutingsystem.

Thegoal of this paperis to clarify thenatureof BGP policy
inconsistenciesthatgive rise to protocoldivergence.Our main
contribution is to describea generalconditionon routing poli-
ciesthatguaranteessafetyandrobustness.

WeintroducetheStablePathsProblem(SPP),whichcaptures
the underlyingsemanticsof any path vector protocol suchas
BGP. JustasroutingprotocolssuchasRIPandOSPFimplement
distributedalgorithmsfor solving the ShortestPathsProblem,
we claim thatBGPcanbeviewedasa distributedalgorithmfor
solving theStablePathsProblem. Informally, theStablePaths
Problemconsistsof an undirectedgraphwith a distinguished
nodecalledtheorigin. All othernodeshave a setof permitted
pathsto theorigin. Eachnodealsohasa rankingfunctionon its
permittedpathsthatindicatesanorderof preference.A solution
to theStablePathsProblemis anassignmentof permittedpaths

to nodessothateachnode's assignedpathis its highestranked
pathextendingany of theassignedpathsat its neighbors.Such
a solutiondoesnot representa global maximum,but ratheran
equilibriumpoint in whicheachnodeis assignedits local maxi-
mum.In SectionIV weintroducetheSimplePathVectorProto-
col asa distributedmeansof computingsolutionsto theStable
PathsProblem.

WethenstudytheStablePathsProblemusingaderivedstruc-
ture called a disputewheel, which representsa circular setof
dependenciesbetweenrouting policiesthat cannotbe simulta-
neouslysatis�ed. We show that if no disputewheel can be
constructed,then the correspondingStablePathsProblemhas
a uniquesolution. We de�ne the SimplePath Vector Protocol
(SPVP)asadistributedmeansof computingsolutionsto theSta-
ble PathsProblem. We show that if thereis no disputewheel,
thenSPVPis guaranteedto convergeto theuniquesolutionof
thecorrespondingStablePathsProblem.

Thepaperis organizedasfollows. SectionII providesa sim-
pli�ed pictureof how BGPoperatesandprovidesmotivationfor
the de�nition of the StablePathsProblem. In SectionIII we
actuallyde�ne theStablePathsProblem(SPP).This formalism
providesa simplesemanticsfor routingpoliciesof pathvector
protocolssuchasBGPwhile remainingfreeof many nonessen-
tial details. Thereis a tradeoff betweenthe complexity of the
SPPformalismandthecomplexity of thetranslationfrom a set
of BGProutingpoliciesto aninstanceof SPP. Weoptedfor SPP
simplicity, sincethe theoreticalresultsremainquite challeng-
ing evenfor this model.HencenumerousBGP-speci�cdetails,
suchasinternalBGP, confederations,routeservers,privateAS
numbers,andsoon,arepushedinto thetranslation.

The protocolSPVPis de�ned in IV. We analyzethe Stable
PathsProblemin SectionV. First, we explore the computa-
tionalcomplexity of theStablePathsProblemandshow thatthe
problemof determiningwhetheraninstanceof theStablePaths
Problemhasasolutionis NP-complete.Wede�ne thenotionof
a disputewheel,andshow thatan instanceof SPPwith no dis-
putewheelalwayshasa uniquesolution.We alsoshow thatthe
protocolSPVPcanonly divergewhenthereis a disputewheel.

In SectionVI we exploretherelationshipbetweentheStable
PathsandShortestPathsProblems.SPPis differentfrom short-
estpathsproblemfor severalreasons.First, therelativeranking
of pathsin SPPis not, in general,basedon pathlengths.Sec-
ond,eachnodecanrejectpathsarbitrarily, evenshortestpaths.
Evenso,it seemsanaturalquestionto askwhichinstancesof the
StablePathsProblemareconsistentwith someedgecostfunc-
tion. Evenin thiscase,onemay�nd routingtreeswhicharenot
shortestpathtreeswith respectto the costfunction. However,
we show that any instanceof the StablePathsProblemthat is
consistentwith a costfunctionwithout non-positivecycleswill
besafe.An immediateconsequenceof this is that if we ignore
internalBGP(IBGP), thenBGP con�gurationsthataresimply
basedon“hop count”aresafe,evenwith “padding”of AS-paths.
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On theotherhand,we show thatBGP-likesystemscanactually
violate“distancemetrics”andremainsafe.

Finally, SectionVII discussesthe implication of our results
for theStablePathsProblemfor real-world BGPaswell asopen
problems.

A. RelatedWork

Bertsekaset al. [1] prove convergencefor a distributedver-
sion of the Bellman-Ford shortestpathalgorithm. Becauseof
the differencesbetweenBGP and shortestpath routing men-
tionedabove, theseresultsdo not directly apply to a protocol
suchasBGP.

In Varadhanet al. [21], theconvergencepropertiesof anab-
stractionof BGPis studied.They describea system(similar to
BAD GADGET of Figure2)asan exampleof policieswhich
lead to divergence. In their setting,a nodemust updateeach
time it receivesa new route-to-origin“advertisement”from one
of its neighbors.This is in contrastto our modelwherean ar-
bitrary updatesequencedetermineswhen nodesprocesstheir
neighbor'spathchoices.They alsode�ne thenotionof anaux-
iliary graph,calledareturngraph, to studyconvergence.Return
graphsarede�ned only for systemswith a ring topology, anda
restrictedsetof allowablepathsat eachnode,namelythecoun-
terclockwisepaths.A returngraphis de�ned asfollows. For a
node� andtwo permittedpaths

�����

from � to � , they de�ne an
arc �

�����
	

if whenstoring
�

at � , andupdatingthenodesclock-
wisearoundthering, thenode� adopts

�

when � is considered
again. Thus returngraphsarede�ned by the dynamicbehav-
ior of the systemfor a particularactivation sequencewhereas
the disputewheelsde�ned in this paperis basedpurely on the
static natureof the local preferencefunctionsof the nodesin
thesystem.In addition,we considera moregeneralevaluation
model,more generaltopologies,andarbitrary rankingof per-
mittedpaths.

GoudaandSchneider[7], [8] have studiedmetricswhich al-
wayshave a maximaltree, that is, a tree in which every node
hasits mostpreferred path to the origin containedin the tree.
This notion is differentfrom thecentralnotion of a stabletree
introducedin SectionIII. Thelatteris basedonreachinga local
optimumasopposedto requiringeachnodehaving its globally
preferredpath.A metric in their work correspondsto a method
for rankingpathsbasedon a givenassignmentof valuesfrom a
prescribedsetto theedgesof thegraph. In particular, this im-
plies a universalrankingof how desirableeachpath is. They
characterizethe“maximizable”metrics,i.e., thosewhich admit
a maximal treefor any graphandany valid assignment.They
show, in particular, thatany suchmetric mustbe monotonicin
thesensethatif

�

is a sub-pathof
�

, then
�

cannotbelessde-
sirablethan

�

(for theshortestpathmetricthismeansthatedges
canonly beassignednonnegativecosts).

Grif�n andWilfong [11] have shown thatstaticallydetecting
solvability for real-world BGPis NP-hard.Thetranslationfrom
the“high-level” speci�cationlanguageusedin thatpaperinto an
instanceof theStablePathsProblem(seeSectionII) may take
exponentialtime andspace(in thenumberof nodes).Evenso,
in SectionV-A we show thatthebasicquestionof solvability is
still NP-completefor instancesof theStablePathsProblem.

I I . BGP ROUTE SELECTION

In orderto motivatetheSPPformalism,webrie�y review the
routeselectionprocessof BGP[13], [18], [19]. BGPemploysa
largenumberof attributesto convey informationabouteachdes-
tination. For example,oneBGPattributerecordsthepathof all
autonomoussystemsthattherouteannouncementhastraversed.
For thesereasonsBGPis oftenreferredto asa pathvectorpro-
tocol. TheBGPattributesareusedby importpoliciesandexport
policiesateachrouterto implementits routingpolicies. In mod-
eling BGPwe make severalsimplifying assumptions.First,we
ignoreall issuesrelatingto internalBGP(iBGP), including the
MED attribute.As a corollaryto this,we assumethatthereis at
mostonelink betweenany two autonomoussystems.Second,
we ignoreaddressaggregation.

In BGP, route announcementsare passedbetweenrouters.
Theseannouncementsarerecordsthat includethefollowing at-
tributes.

�
����� : network layerreachabilityinformation
(addressblock for asetof destinations)

������� ����� : next hop(addressof next hoprouter)
��� ������� : orderedlist of autonomoussystemstraversed

���� !��� �
���#" : localpreference
 �$�%� : setof communitytags

The local preferenceattribute &('*)�+,& -/.10�2 is not passedbe-
tweenautonomoussystems,but is usedinternallywithin anau-
tonomoussystemto assigna localdegreeof preference.

Eachrecord 3 is associatedwith a 3-tuple,rank-tuple�(3

	

, de-
�ned as

4

315 &6'*)7+8& -9.�0�2

� :

;

315 +8< -=+
>�?

;

� :

315 @90�AB> ?9',-

C

5

For a given destinationD , the records 3 with DFEG315 @9&H.1I are
rankedusinglexical orderingon rank-tuple�63

	

. The bestroute
selectionprocedurefor BGP [18] picks routeswith the high-
estrank. In otherwords,if two routerecordssharethe same

@9&H.1I value,thenthe recordwith thehighestlocal preferenceis
most preferred. If local preferencevaluesare equal,then the
recordwith theshortest+8< -9+8>�? is preferred.Finally, ties are
brokenwith preferencegivento therecordwith thelowestIPad-
dressfor its @/0�AB> ?9'J- value.Notethatthis orderingis “strict”
in the sensethat if two records3�K

�

3ML areranked equally, then
3�K�5 @/0�AB> ?9'J-NEO3ML�5 @/0�AB> ?/'J- . Routeselectionbasedonhigh-
estrank is deterministicsinceat any time thereis at mostone
routerecordlearnedfrom @907AB> ?9',- with agiven @/&6.1I .

A route transformation P is a function on route records,
PQ�(3

	

ER31S , that operatesby deleting,inserting,or modifying
theattributevaluesof 3 . If PT�63

	

E

4(C

(theemptyrecord),then
we saythat 3 hasbeen�lter edoutby P .

SupposeU and V areautonomoussystemswith a BGPpeer-
ing relationship.As a record 3 movesfrom V to U it undergoes
threetransformations.First, 3

K
E export�6UXWYV

�

3

	

represents
theapplicationof export policies(de�ned by V ) to 3 . Second,

3�LZE PVT �(UOW[V

�

31K

	

is the BGP-speci�cpath vector trans-
formation that adds V to the +8< -9+
>M? of 3

K , sets @/0�AB> ?9'J- ,
and �lters out the record if its +8< -=+
>�? contains U . Finally,

3�\]E import�(U^W_V

�

3ML

	

representsthe applicationof import
policies(de�nedat U ) to 3�L . In particular, thisis thefunctionthat
assignsa &6'*)7+8& -9.10�2 valuefor 3

\ . We call thecompositionof
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thesetransformationsthepeeringtransformation, pt �6U W V

�

3

	

,
de�ned as

import�6U W V

�

PVT �6U W V

�

export�(U W V

�

3

	�	 	

5

SupposeautonomoussystemU

� is originatingadestinationD by
sendingarouterecord3

� with 3

�

5 @9&H.1I*E D to (someof) itspeers.
If U�� is an autonomoussystemand

�

E U�� U����BK��	�
�$UBK U

� is
a simplepathwhereeachpair of autonomoussystemsU��
�/K , U��

areBGP peers,thenwe de�ne 3��

�
	

, the routerecord received
at U�� from U

� alongpath
�

, to be

pt �6U � W U ���BK

�

pt �6U ���*K W U ��� L

�

�	�
� pt �6U K W U

�

�

3��

	

�	�	�

	�	
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We saythat
�

is permittedat U�� when 3��

�
	��

E

4 C

. We canthen
de�ne arankingfunction, �������

�
	

, onAS-pathspermittedat U��

asthelexical rankof rank-tuple�(3��

�
	 	

.

I I I . THE STABLE PATHS PROBLEM (SPP)

The SPPformalismde�ned below is basedon the notion of
permittedpathsandrankingfunctionson thesepaths.In terms
of BGP, we canthink of SPVPascapturingthesemanticsthat
translatetheapparentroutingpoliciesatautonomoussystemU��

into theactualroutingpoliciesat U�� . Notethattheactualrouting
policiesat U

� arethe resultof the interactionbetweenrouting
policies of many, possiblydistant,autonomoussystems. The
SPPframework is designedto capturetheunderlyingsemantics
of any pathvectorprotocolsuchasBGP. We seekto studythe
safetyof routingpoliciesin amannerindependentof thedetails
usedto implementthosepolicies.

Let � E ���

��� 	

be a simple,undirectedgraphwhere �GE

�

�

�

:

���
�

5#5�5

�! #"

is thesetof nodesand
�

is thesetof edges.For
any node U , peers�(U

	

E

�

V

;��

U

�

V

"%$&�'"

is thesetof peers
for U . Weassumethatnode� , calledtheorigin, is specialin that
it is thedestinationto whichall othernodesattemptto establish
a path.

A path in � is eitherthe emptypath,denotedby ( , or a se-
quenceof nodes,�

�

�

�

���BK
5�5#5

�

K

�

�

	

, )+* � , suchthatfor each
,

, )-*

,/.

� ,
�

�

�

�

�

�0�*K

"

is in
�

. Note that if ) EG� , then
�

�

�

	

representsthetrivial pathconsistingof thesinglenode �

� .
Eachnon-emptypath

�

E �

�

�

�

���*KX5#5�5

�

K

�

�

	

hasa direction
from its �r st node �

� to its last node �

� . If
�

and
�

arenon-
emptypathssuchthatthe �rst nodein

�

is thesameasthelast
nodein

�

, then
� �

denotesthe pathformedby the concate-
nation of thesepaths.We extendthis with the conventionthat

(

�

E

�

(
E

�

, for any path
�

. For example, �2143

��	

�

�

:
�

	

representsthepath �21�3

�

:
�

	

, whereas( �

�

:
�

	

representsthe
path �

�

:
�

	

. This notationis mostcommonlyusedwhen
�

is
a pathstartingwith node � and

�

U

�

�

"

is an edgein
�

. In this
case�6U

�

	 �

denotesthepaththatstartsat node U , traversesthe
edge

�

U

�

�

"

, andthenfollowspath
�

from node� .
For each�

$

� , 576 denotesthesetof permittedpathsfrom
� to theorigin (node � ). If

�

E �

� �

� 5�5#5

�

K��

	

is in 5
6
, then

thenode�

� is calledthenext hopof path
�

. Let 5 betheunion
of all sets5

6 .
For each�

$

� , thereis a non-negative,integer-valuedrank-
ing function �

6
, de�ned over 5

6
, which representshow node �

ranksits permittedpaths.If
�

K

� �

L

$

5
6 and �

6
�

�

K

	98

�
6

�

�

L

	

,

then
�

L is said to be preferred over
�

K . Let : E

�

�;6

;

�

$

�=<

�

�

">"

.
An instanceof theStablePathsProblem, ? E �2�

�

5

�

:

	

, is
a graphtogetherwith thepermittedpathsat eachnodeandthe
ranking functionsfor eachnode. In addition,we assumethat

5

�

E

�

�(�

	!"

, andfor all �

$

�=<

�

�

"

:
(emptypathis permitted) (

$

5 6 ,
(emptypathis lowestranked) � 6 �2(

	

E � , � 6 �

�
	

.

� for
�@�

E

( ,
(strictness)If

�

K

���

L

$

5 6 ,
�

K

�

E

�

L , and � 6 �

�

K

	

EA� 6 �

�

L

	

,
then thereis a U suchthat

�

K E �

�

U

	 �

S

K

and
�

L EG�

�

U

	 �

S

L

(paths
�

K and
�

L havethesamenext-hop),
(simplicity) If path

�B$

5 6
, then

�

is a simplepath (no re-
peatednodes),

Let ? E ���

�

5

�

:

	

be an instanceof the StablePathsProb-
lem. A path assignmentis a function C that mapseachnode

U

$

� to apath C �(U

	D$

5E� . (Note,thismeansthat C �(�

	

E �(�

	

.)
We interpret C �(U

	

EF( to meanthat U is not assigneda pathto
theorigin. Thesetof pathschoices�2C

�

U

	

is de�ned to be

choicesG
HJI�K>LNM

OFP

GQKSR
L0HJG
R
LUT

P

KVIWR�XZY\[ZX�]_^D` ( K4a Mcb )

P

G
bdL�X o.w.

This setrepresentsall possiblepermittedpathsat U thatcanbe
formedby extendingthepathsassignedto thepeersof U . Given
a node U , supposethat e is a subsetof thepermittedpaths5'�

suchthateachpathin e hasa distinctnext hop. Thenthebest
pathin e is de�ned to be

bestGgfEI�K>LNM

Oih

Yjf with maximal k
`

G

h

L ( fla M%m )

n o.w.

ThepathassignmentC is stableat nodeU if

C �6U

	

E best� choices�oC

�

U

	 �

U

	

5

Note that if C is stableat node U and C �(U

	

Ei( , thenthesetof
choicesat U mustbeempty. ThepathassignmentC is stableif
it is stableat eachnode U . We oftenwrite a pathassignmentas
a vector, �

�

K

���

L

�

�
�	�

� �Up 	

, where C �(U

	

E

�

�

. (We omit
�

�

sinceit is always �(�

	

.) It is easyto checkthatif C is stable,and
C �6U

	

E �(U]V

	 �

, then C �(V

	

E

�

. Therefore,any stablepath
assignmentimplicitly de�nes a treerootedat theorigin. Note,
however, thatthis is notalwaysa spanningtree.

TheStablePathsProblem? E �2�

�

5

�

:

	

is solvableif there
is a stablepathassignmentfor ? . A stablepathassignmentis
alsocalleda solutionfor ? . If no suchassignmentexists, then

? is unsolvable.
Figure1 (a) presentsa StablePathsProblemcalled SHORT-

EST 1. Therankingfunctionfor eachnon-zeronodeis depicted
asaverticallist next to thenode,with thehighestrankedpathat
thetop goingdown to the lowestrankednon-emptypathat the
bottom.Thestablepathassignment

� �
:

�

	 �

�

�

�

	 �

�23 �

	��

�o1j3 �

	 	

is illustratedin Figure1 (b). If we reversetherankingorderof
pathsat node 1 we arrive at SHORTEST 2, depictedin Figure1
(c). Thestablepathassignment

� �
:

�

	 �

�

�

�

	 �

�23 �

	��

�o1

�

�
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(b)

SHORTEST 1 solution 

(c)

1 0
1 3 0

2 0
2 1 0

3 0

4 2 0
4 3 0

SHORTEST 2

(a)

4 3 0
4 2 0

3 0

1 0
1 3 0

2 0
2 1 0

SHORTEST 1

(d)

SHORTEST 2 solution 

�

�

b

�

�

�

b

�

�

�

�

�

b

�

�

�

�

b

�

�

Fig. 1. StablePathsProblemswith shortestpathsolutions.

is illustratedin Figure1 (d). In bothcases,therankingfunctions
prefershorterpathsto longerpathsandthesolutionsareshortest
pathtrees.Note that the rankingat node 1 breakstiesbetween
pathsof equallength. This resultsin oneshortestpathtreeas
thesolutionfor SHORTEST 1, while anothershortestpathtreeas
thesolutionfor SHORTEST 2.

2 0
2 1 01 3 0

1 0

4 3 0
4 2 0

3 0

2 0
2 1 01 3 0

1 0

4 3 0
4 2 0

3 0
3 4 2 0

(c)

NAUGHTY GADGET

2 0
2 1 01 3 0

1 0

3 0

4 2 0
4 3 0

3 4 2 0

(d)

BAD GADGET

(a)

GOOD GADGET

(b)

A stable assignment 

�

�

b

�

�

�

�

b

�

�

�

�

b

�

�

�

�

b

�

�

Fig. 2. StablePathsProblemsthatarenot shortestpathproblems.

Therankingof pathsis not requiredto prefershorterpathsto
longerpaths.For example,Figure2 (a) presentsa StablePaths
ProblemcalledGOOD GADGET. Note that bothnodes: and

�

preferlongerpathsto shorterpaths.Thestablepathassignment

� �
:

3 �

	 �

�

�

�

	 �

�23 �

	��

�o1j3 �

	 	��

illustratedin Figure2 (b), is not a shortestpathtree.This is the
uniquesolutionto thisproblem.

A modi�cation of GOOD GADGET, called NAUGHTY GAD-
GET, is shown in Figure2 (c). NAUGHTY GADGET addsone

permittedpath ��3 1

�

�

	

for node 3 , yet it hasthesameunique
solutionas GOOD GADGET. However, as is explainedin Sec-
tion IV, the protocolSPVPcandiverge for this problem. Fi-
nally, by reorderingtherankingof pathsat node 1 , we produce
a speci�cationcalledBAD GADGET, presentedin Figure2 (d).
This speci�cation hasno solutionand the SPVPprotocolwill
alwaysdiverge.

(b)

One solution  

(a)

DISAGREE

2 0
2 1 0

1 0
1 2 0

Another solution  

(c)

��

b

�

�

b

��

b

Fig. 3. DISAGREE andits two solutions.

Sofar, our exampleseachhashadat mostonesolution.This
is notalwaysthecase.Thesimplestinstance,calledDISAGREE,
having morethanonesolutionis illustratedin Figure3 (a). The
stablepathassignment

C
K

E � �
:

�

�

	 �

�

�

�

	 	��

is depictedin Figure3 (b). An alternativesolution,

C L E � �
:

�

	��

�

�

:
�

	 	��

is shown in Figure3 (c). No otherpathassignmentsarestable
for thisproblem.

Figure4 (a) describesa slight modi�cation to BAD GADGET.
The path �21 �

	

is addedandmadethe highestranked path at
node 1 . The uniquesolution to this problemis illustratedin
Figure4 (b). Note that if the edge

�

�

�

1

"

is deleted,thenthis
systembecomesBAD GADGET. In termsof routing,thismodels
the failureof link

�

�

�

1

"

, andillustratesthe fact thata network
with a stablerouting treecanbe transformedinto onewith no
solutionwith thefailureof a singlelink.

(b)
(a)

2 0
2 1 01 3 0

1 0

3 0
3 4 2 0 4 3 0

4 2 0
4 0

\

L

�

K

�

\

L

�

K

�

Fig. 4. BAD BACKUP
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IV. A SIMPLE PATH VECTOR PROTOCOL (SPVP)

This sectionpresentsa SimplePath VectorProtocol (SPVP)
for solving the StablePathsProblemin a distributed manner.
SPVPrepresentsanabstractversionof theexisting BGPproto-
col. ThisprotocolalwaysdivergeswhenaStablePathsProblem
hasnosolution.It canalsodivergefor StablePathProblemsthat
aresolvable.TheprotocolSPVPde�ned below differsfrom the
simplermodelof evaluationpresentedin [10], [11]. Herewe
usea messageprocessingframework which employs a reliable
FIFO queueof messagesfor communicationbetweenpeers.

In SPVP, themessagesexchangedbetweenpeersaresimply
paths.WhenanodeU adoptsapath

� $

54� it informseachV

$

peers�6U

	

by sendingpath
�

to V . Therearetwo datastructures
at eachnodeU . Thepathrib �6U

	

is U 'scurrentpathto theorigin.
For eachV

$

peers�6U

	

, rib-in �6U�� V

	

storesthepathsentfrom
V mostrecentlyprocessedat U . Thesetof pathchoicesavailable
at nodeU is de�ned to be

�������	��

�

�6U

	

E

�

�(U V

	 � $

5

�

;

�

E rib-in �6U�� V

	!"��

andthebestpossiblepathat U is de�ned to be

�



���

�(U

	

E best�

����������
��

�6U

	 �

U

	

5

This pathrepresentsthe highestranked pathpossiblefor node
U , giventhemessagesreceivedfrom its peers.

processspvp�(U

	

begin
receive

�

fr om V <��

begin
rib-in �(U�� V

	��

E

�

if rib �(U

	 �

E

�


����

�6U

	

then
begin

rib �(U

	��

E

�



���

�(U

	

for each �

$

peers�(U

	

do
�

0�� I6@

sendrib �6U

	

to �

0�@ �

end
end

end

Fig. 5. TheSPVPprocessatnodeK .

Figure5 presentstheprocessspvp�(U

	

that runsat eachnode
U . The notation and semanticsare from [6]. If there is
an unprocessedmessagefrom any V

$

peers�6U

	

, the guard
receive

�

fr om V canbe activatedcausingthe messageto be
deletedfrom the incomingcommunicationlink andprocessed
accordingto the programto the right of the arrow ( <!� ). We
assumethatthisprogramis executedin oneatomicstepandthat
thecommunicationchannelsarereliableandpreserve message
order. This protocolensuresthat rib-in �6U"� V

	

always con-
tainsthemostrecentlyprocessedmessagefrom peerV andthat
rib �(U

	

is alwaysthehighestrankedpaththat U canadoptthat is
consistentwith thesepaths.

The networkstateof the systemis the collection of values
rib �(U

	

, rib-in �(U�� V

	

, andthestateof all communicationlinks.
It shouldbe clear that any network stateimplicitly de�nes the
pathassignmentC �6U

	

E rib �(U

	

. A network stateis stableif all
communicationlinks areempty. In SectionV-E it is shown that
thepathassignmentassociatedwith any stablestateis alwaysa
stablepathassignment,andthusa solutionto the StablePaths
Problem.Therefore,if theStablePathsProblemhasnosolution,
thenSPVPalwaysdiverges.

For example,considerBAD GADGET from Figure2 (d). Us-
ing SPVP, it is easyto constructa sequenceof network states
thatareassociatedwith thepathassignmentsof Figure6. In this
�gure, anunderlinedpathindicatesthatit haschangedfrom the
previouspathassignment.Noticethatthis sequencebeginsand
endswith thesamepathassignmentandsorepresentsoneround
of anoscillation.

step C

� � : �

	

�

�

�

	

�23\1

�

�

	

�o1

�

�

	

:
�

:
�

	

�

�

:
�

	

��3 1

�

�

	

�21

�

�

	

�

�
:

�

	

�

�

:
�

	

��3 1

�

�

	

(

3 �
:

�

	

�

�

:
�

	

��3 �

	

(

1 �
:

�

	

�

�

:
�

	

��3 �

	

�21\3 �

	

#

�
:

3 �

	

�

�

:
�

	

�23 �

	

�o1�3 �

	

$

�
:

3 �

	

�

�

�

	

��3 �

	

�21\3 �

	

%

�
:

3 �

	

�

�

�

	

��3 �

	

�21

�

�

	

&

�
:

3 �

	

�

�

�

	

��3 1

�

�

	

�21

�

�

	

'

�
:

�

	

�

�

�

	

�23\1

�

�

	

�o1

�

�

	

Fig. 6. A sequenceof pathassignmentsfor BAD GADGET.

A StablePathsProblemis calledsafeif the protocolSPVP
always converges. Note that SPPsolvability doesnot imply
safety. For example, NAUGHTY GADGET hasa solution, but
SPVPevaluationfor this systemcan diverge. WhereasBAD

GADGET is unableto converge,NAUGHTY GADGET canoscil-
late for an arbitraryamountof time beforeconverging to a so-
lution. In otherwords, NAUGHTY GADGET canproduceboth
persistentandtransientoscillations.

V. A SUFFICENT CONDITION FOR SPP SOLVABIL ITY,
SAFETY, AND ROBUSTNESS

In this sectionwe analyzethe StablePathsProblem. First,
weshow thatdeterminingif asolutionexistsis anNP-complete
problem.We thende�ne disputewheelsandshow thatthelack
of disputewheelsis asuf�cient conditionwhichguaranteesthat
a StablePathsProblemhasa uniquesolution. With respectto
the protocolSPVP, we show that this suf�cient conditionalso
impliessafetyandrobustness.

A. Complexity of SPPsolvability

We now investigatethe computationalcomplexity of deter-
mining if a solution exists for an instanceof the StablePaths
Problem.For a review of complexity theory, see[5].
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CC ��� 0

C ��� 0 C.1C.00
C.1C.2C.00
C.1C ��� 0
C.1C ��� 0
C.1C ��� 0

C.2C.3C.00

C.3C.00
C.3C.1C.00

C � � 0 C.2C.00

�
	

�

�

�

�

���

� ��
	

�

BAD GADGET �����

���

b

���

�

���

�

���

�

�
	�� � � � �

�

Fig. 7. Exampleof constructionfor clause
�

M������ ����� ���

TheoremV.1: The problem of determiningwhetheran in-
stanceof theStablePathsProblemis solvableis NP-complete.
Proof: We begin by notingthatthisproblemis in NP, sincewe
only needto guessa pathassignmentandcheckthatit is indeed
stable.This canclearlybedonein time polynomialin thesize
of theinstanceof SPP.

Therestof theproofreliesonareductionfrom 3-SAT, awell-
known NP-completeproblem.An instanceof 3-SAT consistsof
asetof booleanvariablesandaformulabasedonthesevariables
andtheirnegationswheretheformulahastheform of aconjunc-
tion of termseachof which is a disjunctionof threeliterals (a
literal � is eithera variable  or its negation  ). The 3-SAT

problemasksif thereexistsa satisfyingassignmentfor a given
instance.

Supposewe aregivenan instance! of 3-SAT with variables
"

E

�

 K

�

 L

�

5�5#5

�

 

p�"

. We now constructan instanceof the
StablePathsProblem?��#!

	

thatis solvableif andonly if ! hasa
satisfyingassignment.

(a)

$�% $�%

$�%'&

& (

$�%'&

&

$�% $)%

(

$�% $�%

(

(b)
$�%

is true (c)
$�%

is false

Fig. 8. Variableassignmentgadgetfor ��* .

For eachvariable 
� weusethestructureof DISAGREE (Fig-

ure3) to constructa“variableassignmentgadget”shown in Fig-
ure8 (a). Thetwo distinctsolutionsof this gadget,depictedin
Figure8 (b) and(c), representtheassignmentof  � to true and
false, respectively.

Givenanarbitraryclause+ E,�
K.-

�
L�-

�
\ of ! , the instance

?��#!

	

containsa nodelabeled + . For eachliteral in + thereis
an edgefrom + to the correspondingnodeof the variableas-
signmentgadgetfor thevariableof that literal. Thenode + has
only threepermittedpaths,eachof lengthtwo, correspondingto
thevariableassignmentthatmakesthe literals true. (Note that
the ranking is not important.) SeeFigure7 for an illustration
of this constructionfor threevariables 

\ ,  0/ , and  01 , andfor

oneclause+ E2 
1

-
 

/

-
 Q\ . For eachclause+ , a copy of a

simpli�ed BAD GADGET, calledBAD GADGET �#+

	

, is attached
asshown in Figure7. It is clearthat ?��3!

	

is polynomialin the
sizeof ! .

Wenow show that ! is satis�ableif andonly if ?��3!

	

hasaso-
lution. Supposethatthevariableassignmentfunction 4

�5"

�

�

true
�

false
"

satis�eseveryclauseof ! . Wenow de�ne astable
pathassignmentC76 for ?��3!

	

. First, we de�ne C86 on variable
assignmentgadgetsas

C
6

�3 
�

	

E

9

�3 '� �

	

if 4 �3 �

	

E true

�3 '�  � �

	

if 4 �: �

	

E false

and

C
6

�  
�

	

E

9

�  '� �

	

if 4 �: �

	

E false

�  
�

 
�

�

	

if 4 �3 
�

	

E true

Suppose+ E;�(K
-

� L
-

� \ is a clause.Since 4 is a satisfying
assignment,we know that at leastoneliteral of + is true. Let

�=< be the true literal suchthat thepath �#+>�?< �

	

hasthehighest
rankat + . Thenlet C

6
�#+

	

E �@+A�
<

�

	

. Finally, for this same
+ considerBAD GADGET �#+

	

. Let C86 �@+ 5
:

	

E �#+ 5
:

+B�=< �

	

,
CC6 �@+ 5

�
	

E �#+ 5

�

+ 5 3D+ 5 � �

	

, CC6 �@+ 5 3

	

E �#+ 5 3E+ 5 � �

	

, and
CC6 �@+ 5 �

	

E �#+ 5 � �

	

. It is easyto checkthat C76 is a stablepath
assignment.

For the other direction, supposethat C is a stablepath as-
signmentfor ?��#!

	

. We now constructa variableassignment
4GF

�."

�

�

true
�

false
"

that satis�es ! . For eachclause+ ,
it mustbethecasethat C �#+ 5

:

	

E �#+ 5
:

+H�I< �

	

, for someliteral
�=< of clause+ . If thiswerenot thecase,then C cannotbestable
for at leastonenodein BAD GADGET �#+

	

. SinceC is stable,we
know that C �@+

	

E �@+A�
<

�

	

andthat C �#�
<

	

E �3�
<

�

	

. Suppose
that �=<QEB � for some

,

. Thende�ne 4
F

�3 �

	

E true. Other-
wise, �=< E  � for some

,

, andwe de�ne 4
F

�: �

	

E false. If
afterconsideringeachclause+ thereremainssomeunassigned
variables,simply assignthemthe valuetrue. The assignment

4
F is well de�ned becausewe cannothave two clauses+ and

+ S suchthat C �@+

	

E �#+>�=< �

	

and C �#+ S

	

E �#+ S �=< �

	

. Sucha
C couldnot bestableat �

< and �
< . Since 4JF assignsat leastone
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literal for eachclausethevaluetrue, we concludethat this is a
satisfyingassignment.

B. DisputeWheels

GiventheNP-completenessof thesolvability problemfor sta-
blepaths,we turn to developingaheuristicprocedure.Thepro-
cedureattemptsto grow astablepathassignment(aroutingtree)
in agreedymanner.

Suppose� S�� � , suchthat �

$

� S . A partial pathassign-
ment C for � S is a pathassignmentsuchthat for every U

$

� S ,
everynodein C �6U

	

is in � S . Theheuristicprocedureconstructs
a sequenceof subsetsof � ,

�

�

"

Ei�

���

� K

�

�JL 5#5�5 , together
with a sequenceof partial path assignmentsC

�

�

C K

�

C L

�

5�5#5 ,
whereeachC � is a partialpathassignmentfor � � . For eachC � ,
de�ne �C;� to bethepathassignmentfor � , where �C � �6U

	

E C �(U

	

for U

$

�;� , and �C;� �6U

	

Ei( for U

�$

�;� . Thepartialpathassign-
ment C � is stablefor � � if �C � is stablefor eachU

$

� � .
If U

$

�c<j�;� and
�i$

57� , then
�

is saidto beconsistentwith
C

� if it canbewritten as
�

E

�

K
�(U

K
U

L

	 �

L , where
�

K is a path
in thedigraphinducedby � <&�

� , U
L

$

�
� , and

�

L
E C �6U

L

	

,
and

�

U*K

�

U L

" $ �

. Sucha
�

is calledadirectpathto ��� if
�

K is
empty. Let � � bethesetof nodesU

$

� < ��� thathaveadirect
path to �

� . Without loss of generality, eachnodehasa non-
emptypermittedpathto theorigin, andhenceif � < �

� is not
empty, then �'� is notempty. Let � � bethesetof nodesU

$

� �

whosehighestranked pathconsistentwith C�� is a direct path.
Denotethispathas �

�

�

. If �'� is notempty, let ���Q�9K E �;�	�
�'� .
De�ne thepartialpathassignmentC

�
�/K on �
�
�/K as

C;�
�/K1�(U

	

E

9

�7�

�

U

$

�
�

C
�

�6U

	

U

$

�
�

Thisprocesscontinuesuntil for some) either(1) ��� E � , or (2)
���

�

E � and � � E�� . In the�rst case,C � is clearlyastablepath
assignment.In thesecondcase,we arestuck, andtheprocedure
fails to �nd a solution.

If we perform this sequenceof operationson GOOD GAD-
GET (Figure2 (a)), thenit will arriveat thesolutiondepictedin
Figure2 (b). However, for both NAUGHTY GADGET andBAD

GADGET, this procedurewill get stuckattemptingto construct
�

K (that is �

� is empty). This is becauseeachnodethat hasa
directpathto �

�

E

�

�

"

, (nodes: ,
�

, and 3 ), prefersapaththatis
notdirect.Wenow show thatgettingstuckimpliestheexistence
of a circular setof con�icting rankingsbetweennodes,which
we call a disputewheel.

Formally, a disputewheel, 
YE ���

�
�

�

�

�

�

�Z	

, of size ) , is a
sequenceof nodes �

�

E U

�

�

U
K

�

�	�
�$U
���BK , andsequencesof non-

emptypaths
�

�

E

�

�

���

K

�

�	�	�

�

���*K and
�

�

E��

�

�

� K

�

�	�	�������BK ,
suchthat for each ���

,

� ) <
: we have (1) �j� is a path

from U
� to U

�
�/K , (2)
�

�

$

57�

%

, (3) �
�

�

�
�/K

$

57�

%

, and (4)
�;�

%

�

�

�

	

� �J�

%

���
�

�

�
�/K

	

. (All subscriptsareto be interpreted
modulo ) .) SeeFigure9 for an illustrationof a disputewheel.
Sincepermittedpathsaresimple,it follows thatthesizeof any
disputewheelis at least

�

.
Both NAUGHTY GADGET andBAD GADGET of Figure2 have

this disputewheel

U

�

�

�

�

�

U*K

�

K

���

U �

�

�
�/K

U �Q�9K

�

�

U����BK

�

���BK

�j���BK

Fig. 9. A disputewheelof size � .

���

�

�

���

�

(

 

�

 

�

�

(

�!�

 

(

��

b

�

�

In addition,NAUGHTY GADGET hasthedisputewheel

 

�

�
�

 

(

�

(

�
�

�

(

�
�

b

�

It maybe thecasethat nodesof � appearmultiple timesin �

�

andmultipletimesin any of thepathsof �

�

and �

�

. For example,
considertheSPP

2 0

3 0
3 1 0
3 1 2 0

2 3 0
2 3 1 0

1 2 0
1 2 3 0

1 0

�

�

b

�

Thissystemhasthefollowing disputewheel.

�
�

�
�

���

�
�

�

(

 

�

 

�

�

(

 

(

�

�

�

� �

b

�

Notethatnodes: ,
�

, and3 mustbeduplicatedin orderto present
this disputewheelin an“untangled”form.
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C. Nodisputewheelimpliessolvability

If 
 is a disputewheel, the triple resultingfrom suppress-
ing index

,

is de�ned to be 
 S E �	�

�

S

�

�

�

S

�

�

�

S

	

where �

�

S

and �

�

S result from removing U � from �

�

and
�

� from �

�

and
�� S=E �

�

�

�	�	� � �o� L

�

� S

�

� �Q�/K

�

�
�	�

�

� ���BK , where � S9E � �0�*K � � .
A sub-wheelof 
 is any disputewheelobtainedby a sequence
of suchoperations.A minimaldisputewheelis onein whichfor
each� �

,

� )'< : , either � � � �
�/K

�

�
�*L is not permittedat U � ,
or �;�

%

� � � � �
�/K

�

�
�*L

	

� �J�

%

� � �

�

�
�/K

	

. Note that any dispute
wheelof size

�

is minimal.
LemmaV.2: Every disputewheel containsa minimal sub-

wheel.
Proof: Supposethat disputewheel 
 is not minimal. Then
for someU � in 
 we have �;�

%

� �\�

�

�
�/K

	\8

�;�

%

����� �\�
�/K

�

�Q� L

	

.
Createa sub-wheelby suppressingindex

,

�

: . Repeatingthis
processmusteventuallyarriveat a minimalsub-wheel.

TheoremV.3: Let ? beaninstanceof theStablePathsProb-
lem. If ? hasnodisputewheel,then ? is solvable.
Proof: Supposethatour heuristicproceduregetsstuckat step

,

. Let U

� be any nodein � � and let
�

�

$

57�

(

be a direct
path. Note that theremust be a path

�

� , permittedat U

� and
consistentwith �

� , which hashigherrankthan
�

� . Since
�

� is
consistentwith ��� it hastheform

�

�

E��

�

�6U*K

�

K

	 �

K where�

�

is a pathfrom U

� to U*K in �i< �J� , �

K

$

�;� ,
�

K is C�� �

�

K

	

. and
�

U
K

�

�

K

" $ �

. Note that �

K

$

�
� , andsince �

� is emptywe
canrepeatthis processwith U

K . If wecontinuein this mannerit
is clearthatwewill eventuallyform adisputewheel.

Note that BAD BACKUP is solvable and yet has a dispute
wheel.

D. No disputewheelimpliesa uniquesolution

In general,aninstanceof theStablePathsProblemmayhave
morethanonesolution. We show that in this casetheproblem
hasadisputewheel.

TheoremV.4: If the StablePathsProblem ? hasno dispute
wheel,thenit hasa uniquesolution.
Proof: Supposethat ? has no dispute wheel, and has
two distinct solutions, CBK E �

�

K

�

5�5#5

����p

�*K

	

and C L[E

�

�

K

�

5�5#5

��� p

�*K

	

. Let � K and �BL be the trees,rootedat node
� , thatarede�ned by thenon-emptypathsof C*K and C L respec-
tively. Let � bethegraph ���

���

���
K

	��j�

���
K

	 	

whichis induced
by the intersectionof thesetwo trees. Now let � be the com-
ponentof � containingtheorigin. Thuseveryedgeof �9K ���BL

entering�Q���

	

is eitherin
�

��� K

	

<

�

���BL

	

or
�

���BL

	

<

�

��� K

	

.
SeeFigure10 for anillustration.

Wenow constructadisputewheel.Notethat �
K

�

E��
L implies

that � <+�Q���

	

is nonempty, andthatat leastoneof thetreeshas
anedgeentering�T���

	

. Without lossof generality, considerany
�

U

�

�

"

in �
K where � is in � , and U is not. Note that U must

be in �
L , otherwiseit would have theemptypathin C

L , which
it cannotpreferto thepath �6U

�

�

	 �

6

. We maychooseanedge
�

U

�

�

�

�

" $

� K , where U

�

�$

�Q���

	

and �

�

$

�Q���

	

. On the
otherhand, U

� hasa path to the origin in �
L . This pathmust

beof theform �

�

�6U
K

�

K

	 �

K where(i) U
K

�$

� ���

	 �

�

K

$

�T���

	

and
�

K is theuniquepathin � from �

K to theorigin, (ii) �

� is
a path from U

� to U*K in �BL but entirely containedin the node
set �i< �Q���

	

and(iii) �

� hasat leastoneedge(for otherwise

tree �

�

�

�

K

�

L

�

\

U

�

UBK

U L

U \

�

�

�

�

�

� K

� L

� \

Fig. 10. Illustrationfor TheoremV.4.

oneof � K

�

�BL wouldnotbestable).Werepeatthisprocessat U/K ,
exceptwe now examinea pathfrom U/K to theorigin in thetree

�
K . Continuingto alternatein this fashionwe musteventually

repeatsomenode,whichwithout lossof generalityis U

� .
To seethatthis is adisputewheel,weneedonly show thatfor

each
,

,

�

�

%

� �6U
�

�

�

	 �

�

	

� �

�

%

� �
�

�6U
�
�/K

�

�
�/K

	 �

�
�/K

	

5

Without lossof generality, assumethat �6U��

�

�

	 �

� is in � K . If the
inequalitydid nothold, thenwe wouldhave

�

�

%

� �
�

�6U
�
�/K

�

�
�/K

	 �

�
�/K

	D8

�

�

%

� �(U
�

�

�

	 �

�

	 �

whichwouldmeanthat �*L is not stable.
Note that NAUGHTY GADGET hasa uniquesolutionandhas

a disputewheel.

E. No disputewheelimpliessafety

Wenow show thattheprotocolSPVPcanneverdivergefor an
instanceof theStablePathsProblemthathasnodisputewheel.

We model (logical) time 	 with discretevalues �

�

:

� �
�

5#5#5 .
For eachnode U andeach V

$

peers�6U

	

, mq�6U � V

�

	

	

de-
notesthestateof thecommunicationlink from node V to node

U at time 	 . This is a FIFO messagequeue,and the notation
mq�6U � V

�

	

	�


,
�

refersto the
,

th elementin thequeue.In par-
ticular, mq�(U �[V

�

	

	�


:

�

is the �rst element,or the oldestun-
processedmessagein thecommunicationlink. If ) is thenum-
ber of messagesin mq�6U �[V

�

	

	

, thenmq�6U � V

�

	

	�


)

�

de-
notesthe last element,or the messagemostrecentlysentfrom

V to U . For each U , rib �6U

�

	

	

denotesthe value of rib �(U

	

at
time 	 . For each U andeach V

$

peers�(U

	

, rib-in �(U �_V

�

	

	

denotesthe value of rib-in �(U � V

	

at time 	 . For easeof
presentation,we de�ne the pipe from node V to U at time 	 ,
pipe�(U �YV

�

	

	

, to bethemessagequeueobtainedby inserting
rib-in �6U �_V

�

	

	

into mq�6U �_V

�

	

	

beforethe �rst position.
In other words, pipe�(U � V

�

	

	�


:

�

E rib-in �(U � V

�

	

	

and
pipe�(U�� V

�

	

	�


,

�

:

�

E mq�(U�� V

�

	

	�


,��

, for :
�

,

�&) , where
) is thenumberof messagesin mq�(U�� V

�

	

	

.
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The networkstateat time 	 , denotedby �7��	

	

, is comprised
of all valuesrib �6U

�

	

	

, rib-in �6U � V

�

	

	

, andmq�(U � V

�

	

	

.
SupposeC]E �

�

K

� �

L

�

�
�	�

�B� p 	

is apathassignment.An initial
stateinducedby C is the statewhereeachqueuemq�6U � V

	

containsthesinglemessage
���

, eachrib-in �6U � V

	

EF( , and
eachrib �6U

	

E

�

�

.
At eachstatetransitionfrom �7��	S< :

	

to �7��	

	

, either(1) the
network state remainsunchanged,or (2) somenode U pro-
cessesa messagefrom someV

$

peers�6U

	

. If node U changes
its path in this transition from

�

old to
�

new, we say that U

adoptedpath
�

new at time 	 . We will encodean arbitrary
run in an activation sequence� , where �=��	

	

E no-op, or
�=��	

	

E recompute�6U

�

V

	

. If �=��	

	

E no-op, then the statere-
mainedunchangedin thetransitionfrom state�7��	D< :

	

to �7��	

	

.
If �=��	

	

E recompute�6U

�

V

	

, then node U processedone mes-

sagefrom V

$

peers�6U

	

. We write �7��	#< :

	����	��


<����7��	

	

to denote
this transformation.If 	�K

8

	$L , the notation �7��	�K

	

�

<��
�7��	$L

	

denotesthe compositionof one-steptransitions �7��	!K

	 �����

�

�/K




<��

�7��	 K

�

:

	
���	�

�

�*L




< � �7��	 K

�

��	
�����

�

�*\




<�� �	�	�

�����

�




<����7��	$L

	

.
Let �

�

E��7�(�

	

be someinitial state.An activationsequence
� is fair with respectto �

� if any messagesent from V to U

will eventuallybe received andprocessedby U , assumingthe
systemstartedin state �

� . In otherwords,if �

�

�

<!���7��	 K

	

and
mq�6U � V

�

	 K

	

is not empty, thenthereis a time 	 L

.

	 K such
that �7��	 K

	

�

<����7��	$L

	

and �=��	$L

	

E recompute�6U

�

V

	

.
Let ? E �2�

�

5

�

:

	

beaninstanceof theStablePathsProb-
lem. If at time 	 thenetwork state�7��	

	

is suchthatall message
queuesmq�6U �

�

�

	

	

areempty, thenwe say that the system
hasconvergedat time 	 , andwrite ?����

�

�

�

�

	

	��

, where �

� is the
initial state( �

�

E��7�(�

	

). If thesystemdoesnotconvergefor any
time 	 we saythesystemdiverges,andwrite ? ���

�

�

�

	��

.
We now de�ne thenotionof a consistentnetwork state.The

stateat time 	 is rib consistentif for all U , rib �(U

�

	

	

is the
bestpath possible,given the valuesof rib-in �(U � V

�

	

	

, for
V

$

peers�6U

	

. We say that pipe�6U � V

�

	

	

is pipe consis-
tent if pipe�6U � V

�

	

	�


)

�

E rib �6V

�

	

	

, where ) is the num-
ber of messagesin pipe�6U � V

�

	

	

. Note that this implies
that if pipe�(U � V

�

	

	

containsonly one message,then it is
identicalto rib �(V

�

	

	

. In particular, if thecommunicationlinks
mq�6U �_V

�

	

	

areempty, thenrib-in �6U �_V

�

	

	

E rib �(V

�

	

	

.
A state �7��	

	

is consistentif it is rib consistentandall pipesare
pipe-consistent.

We now show thatconsistency is preservedunderstatetran-
sitions.

LemmaV.5: Let � be an activation sequence.Supposethat

�7��	

	

is aconsistentstateand �7��	

	
������


<����7��	

�

:

	

. Then �7��	

�

:

	

is
a consistentstate.
Proof: Obvious.

TheoremV.6 (Correctness)Let �

� be a consistentstateand
� an activation sequencethat is fair with respectto �

� . Sup-
posethat for sometime 	 we have ?����

�

�

�

�

	

	��

. Let �

�

E

�

�

K

�

�	�
�

���
p

	

whererib �

,

�

	

	

E

�

� . Then �

�

is a solution for
thespeci�cation ? .
Proof: By repeatedapplicationof LemmaV.5 we know that
the state at time 	 is consistent,and since the systemhas
converged we know that all communicationlinks are empty.

By pipe-consistency, we know that if
,

and � are peers,then
rib-in �

,

���

�

	

	

E rib ���

�

	

	

E

�

< . Therefore,if �

�

is not a solu-
tion for ? , thenthereis somenode

,

that is not rib-consistent,
which is acontradiction.

Suppose�

� is aconsistentstate,� is afair activationsequence
with respectto �

� , andthat ? ���

�

�

�

	��

. The setof converging
nodes, �

�

� , arethosenodesU suchthat for sometime 	 and
for all 	 S * 	 , we have rib �6U

�

	 S

	

E rib �(U

�

	

	

. The oscillating
nodes, denoted , is thesetof nodesin � not in � .

By thede�nition of � wecande�ne a time 	"! suchthatfor all
	 * 	#! andfor all U

$

� , rib �6U

�

	

	

E rib �(U

�

	#!

	

. If U

$

� and V is
a peerof U , thenafter time 	$! no new messagesareplacedinto
pipe�(V � U

	

andsoby thefairnessof � thereis a time 	"%

.

	 !

suchthatfor all times 	

.

	 % all suchmessagesfrom nodesin �

have been�ushed from all communicationlinks. In particular,
for all 	

.

	 % andall U

$

� , pipe�6V �_U

�

	

	

E rib-in �(V �

U

�

	

	

E rib �6U

�

	

	

for all peersV of U . For U

$

� , let &%� be the
�x edmessagein rib-in �6V � U

�

	

	

for all peersV of U andhence
themessagein rib �6U

�

	

	

for all 	

.

	
% .

For every U

$

 de�ne ')(+*�,



�

���

�

�

�

�

U

	

to be the set of
paths that U adoptsin�nitely often. For every V

$

� de-
�ne ')(+*�,



�

���

�

�

�

�

V

	

to be the singletonset
�

rib �(V

�

	$!

	�"

. Let
	.- be the time after which each U

$

 adoptsonly pathsin
')(+*�,



�

���

�

�

�

�

U

	

. For a simplepath
�

E �

�

�

�

���BK
5�5#5

�

K

�

�

	

andfor any
,

�

� with )c*

, .

�+*O� we denoteby
� 


�

�

�

�

<

�

the
subpath�

�

�

�

�o�BK 5�5#5

�

<

	

.
LemmaV.7: For V

$

� , supposethat
� �$

')(+*�,



�

���

�

�

�

�

V

	

.
Thenthereis a time 	 after which thereis no pathof the form

� �

in thenetwork state.
Proof: By de�nition, theremust be a time 	 after which all
nodesV

$

� adoptonly paths
�F$

'/(0*1,



�

���

�

�

�

�

V

	

. Since� a
fair activationsequence,we know thatthereis sometime 	�S

.

	

afterwhichall communicationlinks havebeenrenewed.
LemmaV.8: Suppose

� $

'/(0*1,



�

���

�

�

�

�

U

	

for someU

$

 .
If V

�

E U is a node in
�

and V

$

 , then
� 


V

�

�

�

$

')(+*�,



�

���

�

�

�

�

V

	

. In addition, if � is a nodein
�

and �

$

� ,
then

� 


�

�

�

�

E rib �

�

�

	#!

	

.
Proof: Let V

�

E U bea nodein
�

suchthat V

$

 . Suppose
that

� 


V

�

�

�

�$

')(0*1,


��

���

�

�

�

�

V

	

. By LemmaV.7, thereis a time
	 after which thereis no pathof the form

� �

in the network
state.Therefore,U cannotadoptthispathin�nitely often,which
is a contradiction.A similar argumentholdsfor thecasewhere

� is a nodein
�

and �

$

� .
TheoremV.9: If ? hasnodisputewheel,then ? is safe.

Proof: Supposethat ? diverges, ?����

�

�

�

	2�

. We show that
? containsa disputewheel. Let  , � , and 	

% be de�ned as
above. Let 	 beany time 	

.

	$% . Let
�

be thesubsetof nodes
U

$

 suchthat thereis a path �(U V

	 � $

')(+*�,


��

���

�

�

�

�

U

	

	

where V

$

� . That is, each U in
�

adoptsa path that leads
directly to a �x ednode.By LemmaV.8,

�

cannotbeempty.
We now constructa disputewheel. Let U

� be a nodein
�

.
Let

�

� be U

� 's directpathto � , �6U

�

V

�

	 �

S

� . It is easyto check
that

�

� is unique,andthatof all pathsin ')(+*�,


��

���

�

�

�

�

U

�

	

	 the
path

�

� is of lowestrank. Let �

�

$

')(0*1,


��

���

�

�

�

�

U

�

	

	 be the
adoptedpathof highestrankat U

� . LemmaV.8 tells usthatwe
canwrite this pathas �

�

E �

�

�

K , where �

� is a path from
U

� to UBK of changingnodes,U K

$ �

, and
�

K E �6U*K V K

	 �

S

K

for someV
K

$

� . We cannow performthesameconstruction
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for U*K . Repeatingthis processin the obvious way resultsin a
disputewheel.

F. No disputewheelimpliesrobustness

We modelthe failure of an arbitrarynumberof links asfol-
lows. Let ? E ���

�

5

�

:

	

be an instanceof the StablePaths
Problemwhere � E �

�Q�

�

	

. Suppose
�

S

�

�

. We de�ne
?��

�

S to bethestablepathsproblemobtainedby (1) deletingthe
edges

�

S from the graph � , (2) removing all permittedpaths
thattraverseanedgein

�

S , and(3) amendingtherankingfunc-
tionsaccordingly. Theproblem ? is fragile if ? is solvablebut
thereexistssome

�

S

�

�

suchthat ?��

�

S is not solvable. The
problem ? is robust if ? is safeandfor each

�

S

�

�

theprob-
lem ?��

�

S is alsosafe.ThesystemGOOD GADGET of Figure2
(a) is robust,while BAD BACKUP of Figure4 is fragile.

TheoremV.10: Let ? beaninstanceof theStablePathsProb-
lem. If ? hasnodisputewheel,then ? is robust.
Proof: Supposethat ? has no dispute wheel. From
TheoremV.9, we know that ? is safe. Supposethat

�

S

�

�

.
If ?��

�

S is notsafe,thenby TheoremV.9 theremustbeadispute
wheelfor ?��

�

S . But any disputewheelfor ?��

�

S is alsoa dis-
putewheelfor ? , which is a contradiction.Hence,? is robust.

VI . STABLE PATHS AND SHORTEST PATHS

Varadhanet al. [21] �rst observed that BGP policiescould
interactin a way that resultsin protocoldivergence.Their ex-
amplesalwaysincludeautonomoussystemsthatchooselonger
paths(in termsof “hop count”) over shorterones.They stated
“We believe that only shortestpath routeselectionis provably
safe.” The resultsof the previous sectionswill be usedto ex-
plore this statement.We interpretit to meanthat any classof
policiesnot basedon shortestpath route selectionwill not be
provably safe.Notice that implicitly, theconjectureis suggest-
ing thatsystemswhosepoliciesarebasedonshortestpathroute
selectionwill, in fact,besafe.

We begin by formalizing a fairly liberal notion of “shortest
pathrouteselection”thatseemsappropriatefor a protocolsuch
asBGP. Wethenshow thatany instanceof theStablePathsProb-
lem that is consistentwith shortestpathrouteselectionwill in-
deedbesafe.However, weshow BGP-likesystemscanactually
violate“distancemetrics”andremainstill safe.

As is standardfor undirectedgraphs,wework with anassoci-
ateddigraph, whereeachundirectededge� E

���

����"

is replaced
by two arcs, �

�

ER�

�

���M	

and �

�

ER�

���

�

	

. We arealsogiven
costs �1�	�

�

	

and ���
�

�

	

associatedwith traversingthe edge� in
the two directions. Thus � inducesa cost function on any di-
rectedpath

�

in the resultingdigraph: ���

�
	

E���
��

6

����


�1�

�

	

.
Thecostfunction � is positiveif for eacharc

�

, �1�

�

	

.

� .
Thereare several possibleways to formalize the notion of

“shortestpath route selection”for a cost function � . Sincea
node U is not requiredto treatall possiblepathsto theorigin as
permittedpaths,we cannotinsist that U take the shortestpath.
However, it seemsreasonableto insistthat if U hasa choicebe-
tweentwo permittedpathsandthesepathshave differentcosts,
then U cannotprefer the higher cost path over the lower cost
path. Formally, we say that an instanceof the StablePaths
Problem, ? E �2�

�

5

�

:

	

, is consistentwith the cost function

� if for each V and
�

K

� �

L

$

5

�

, (1) if �

�

�

�

K

	%8

�

�

�

�

L

	

,
then �1�

�

L

	

���1�

�

K

	

, and (2) if �

�

�

�

K

	

E �

�

�

�

L

	

, then
�1�

�

L

	

E����

�

K

	

.
If a costfunction � hasnegative directedcycles,then ? can

be consistentwith � and yet not be safe. For example,con-
siderthe costsattachedto the edgesof NAUGHTY GADGET in
Figure11, wherethe costof traversingan edgeis the samein
eachdirection. NAUGHTY GADGET is consistentwith this cost
function,but it is not safe. Note that this graphcontainsa cy-
cle of cost < :

$

. Also, noticethatany ? will beconsistentwith
thecostfunction � thathascost � for every arc andso, in par-
ticular, NAUGHTY GADGET will beconsistentwith sucha cost
function.Thuswerestrictourselvesto SPVPspeci�cationscon-
sistentwith costfunctionsthatdonotrealizeany directedcycles
of costat most � .

2 0
2 1 01 3 0

1 0

4 3 0
4 2 0

3 0
3 4 2 0

�

�

�

�

�

�

�

�

�

�

�

3

�

�

1

:

Fig. 11. NAUGHTY GADGET with negative link costs

De�ne a cost function � to be coherent if it doesnot result
in any non-positive directedcycles. Notethatany positive cost
functionis coherent.

TheoremVI.1: If ? is consistentwith a coherentcost func-
tion, then ? hasnodisputewheel.
Proof: Supposethat � is a coherentcost function, ? is con-
sistentwith � , and ? containsa disputewheel of size ) . For
any ���

,

� ) <
: we have �;�

%

�

�

�

	

�@�J�

%

� �
�

�

�
�/K

	

, and
so �1� ���

�

�
�/K

	

E��1�����

	

�

���

�

�
�/K

	

���1�

�

�

	

. Summingthese
inequalitiesweobtain

���BK

�

���

�

�������

	

�

�1�

�

�Q�9K

	

�

���BK

�

���

�

�1�

�

�

	

5

After cancellationthis implies
�

���*K

���

�

�1� �\�

	

� � . Thustherim
of thedisputewheelis a cycle of costat mostzero,which is a
contradiction.

FromTheoremV.9wecanconcludethatany ? consistentwith
a positive cost function is safe. In particular, routing policies
basedonhop-count(evenwith AS-padding)arealwayssafe.In
addition,it canbeshown thatif all pathsarepermitted,thenthis
resultsin ashortest-pathroutingtree.

Note that thesystemINCOHERENT of Figure12 hasno dis-
putewheel,andhenceis safe,yet it is not consistentwith any
coherentcost function. To seethis, supposethat we aregiven
arccosts�1�

:

���
	

E,4 , �1�

�8�

3

	

E � , �1��3

�

:

	

EB+ , �1�
:

�

�

	

E � ,
�1��3

�

�

	

E

�

and ���o1

�

3

	

E�� . The cost for any other arc
is arbitrary. SupposeINCOHERENT is consistentwith these
costs, then the fact that node : preferspath �

:

�

3X�

	

over
path �

:
�

	

meansthat 4

�

�

�

�

� � . Also the fact that
node 1 preferspath �21 3

:
�

	

over path �o1 3]�

	

meansthat
�

�

+

�

� ���

�

�

. Adding theseinequalitiestogetherwe
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obtain 4

�

�

�

+

�

�

�

�

�

� � �

�

�

�

� . By cancel-
lation, we arrive at 4

�

�

�

+ � � , so thereis a nonpositive
cycle � :

�

3 :

	

. Thatis, INCOHERENT is notconsistentwith any
coherentcostfunction.

In summary, theclassof StablePathProblemshaving nodis-
putewheelsis provably safe,yet it is strictly larger thanthose
basedonshortestpaths.

1

0

4

1 2 3 0
1 0

4 3 1 0

4 3 0

3
3 0

3 1 0

2
2 3 0

A B

C

D D

F

Fig. 12. ThesystemINCOHERENT

VII . DISCUSSION AND OPEN PROBLEMS

Is it possibleto guaranteethatBGPwill notdiverge?Broadly
speaking,therearethreecomplementaryapproachesto address-
ing this problem: (1) operationalguidelines, (2) staticanalysis
of routing policies, and(3) dynamicdetection. We brie�y dis-
cusseachof thesetechniques.

A set of operational guidelinesis a collection of rules that
shouldbe followed by every autonomoussystem. Oneuseof
the framework presentedin thecurrentpaperis to prove thata
given collectionof ruleswill indeedguaranteesafeBGP poli-
cies. For example,usingthe resultsof SectionVI it is easyto
seethat any setof BGP policies that canbe implementedus-
ing route �ltering alonewill be safe. This includesstandard
policies that determinewhich routesshouldbe importedfrom
andexportedto customers,peers,andupstreamproviders[15].
A more elaborateset of guidelines,togetherwith correctness
proofs,canbe found in [4]. Onedif�culty with this approach
is that many InternetServiceProviders(ISPs)arein fact com-
posedof multiple autonomoussystems.Restrictionsthatmake
economicsensewhenwe think of autonomoussystemsasinde-
pendentISPsmay no longerhold whenthey areall ownedby
the samecompany. The memberautonomoussystemsof BGP
confederations[20] canbe consideredasa specialcaseof this
kind of multi-AS serviceprovider.

A solutionbasedon static analysiswould rely on programs
to analyzerouting policies to verify that they do not contain
policy con�icts that could leadto protocoldivergence.This is
essentiallytheapproachadvocatedin Govindanetal. [9]. How-
ever, thereare two practical challengesfacing this approach.
First, autonomoussystemscurrentlydo not widely sharetheir
routingpolicies,or only publishincompletespeci�cations.Sec-
ond,evenif therewerecompleteknowledgeof routingpolicies,
Grif�n and Wilfong [11] have shown that checkingfor vari-
ousglobalconvergenceconditionsis eitherNP-completeor NP-
hard.Therefore,astaticapproachwouldmostlikely requirethe
developmentof new heuristicalgorithmsfor detectingthisclass
of policy con�ict.

A dynamicsolution to the BGP divergenceproblemwould
be somemechanismto suppressor completelypreventat “run
time” thoseBGP oscillationsthat arise from policy con�icts.
Using route �ap dampening[22] as a dynamicmechanismto
addressthis problemhastwo distinct drawbacks. First, route
�ap dampeningcannoteliminateBGP protocoloscillations,it
will only maketheseoscillationsrun in “slow motion”. Second,
route�ap dampeningeventsdonotprovidenetwork administra-
torswith enoughinformationto identify thesourceof theroute
�apping. In otherwords,route�apping causedby policy con-
�icts will look the sameas route �apping causedby unstable
routersor defectivenetwork interfaces.Soit seemsthatany dy-
namicsolutionwould requireanextensionto theBGPprotocol
to carryadditionalinformationthatwouldallow policy disputes
to bedetectedandidenti�ed at run time.

Suchanextensionis presentedin [12]. Thisis doneby adding
a dynamicallycomputedattribute to SPVPcalledthepathhis-
tory. Protocoloscillationscausedby policy con�icts produce
pathswhosehistoriescontaincycles. Thesecyclescorrespond
to disputewheels,andidentify thepolicy con�icts andthenodes
systemsinvolved. This protocolcanbe furtherextendedto au-
tomaticallysuppressthosepathswhosehistoriescontaincycles.
Thisguaranteesthattheresultingprotocolcanneverdiverge.

Thereareseveral openproblemsthat needto be addressed.
Thecomputationalcomplexity of decidingsafetyor robustness
for an SPPspeci�cation remainsopen. Our treatmenthasig-
noredthe complexities of interior BGP (IBGP), suchasroute
re�ectorsandconfederations.We havealsoignoredaddressag-
gregation.Theseissuesneedto beaddressedin amorecomplete
modelof BGP.

In this paperwe have studiedthe stablepathsas a compu-
tationalproblem. However, the stablepathsproblemcould be
studiedin the context of a multi-personrepeatedgamewhere
eachnodecorrespondsto a playerandeachsubgamerequires
everynode

,

to chooseapathfrom thesetof permittedpathsat
,

,
5

� . Wedonotde�ne thisgamein its mostformalterms(see[3]
for anintroductionto gametheory),but rathergiveaslightsim-
pli�cation of thestrategysetsfor theplayers.A purestrategyfor
node

,

, is a function �

�

�����

5

K

�

5

L

�

5�5#5

�

5

p

� 5

� where
�

�

��	

���

K

���

L

�

5#5#5

����p 	

E �

,

�

�

���*	

, thenwemusthave
�

< E

�

. The
interpretationis thatif at time 	 , eachnode� haschosenthepath

�

< , then �

�

��	

���

K

���

L

�

5#5�5

���
p

	

determinesthepathwhich node
,

will adoptat time 	

�

: . A playof thegamecorrespondsto each
node

,

�xing somepurestrategy andthenplayingeachsubgame
	 E

:

� �
�

5�5#5 (we may assumethat eachpathstoresthe empty
pathat time � ) andupdatingthe pathsstoredat eachnodeac-
cordingly. Thepayoff for node

,

aftergame	 is simply therank
of the path it storesat that time. A (pure) Nashequilibrium
for thegamecorrespondsto a play of thegamewherefor some

	

� , we have that �

�

��	

���

K

���

L

�

5�5#5

���
p

	

E

�

� for eachnode
,

and
	j* 	

� . We notethata mixedstrategy for a playercorresponds
to somecollection � of purestrategiesfor thatplayerandanas-
signment�

�

� �
	+� suchthat ���\�*� ?

	

E
: ; thustheplayer

will usethestrategy ? with probability � ��?

	

. Finally, weremark
that BGP de�nes a uniquepurestrategy for eachplayerwhich
it must thenusealways. Namely, a nodemustalwayschoose
its bestpathamongstthoseavailable.Thusaplayer'sstrategy is
timeindependent,andsoit canonly alterits strategy (andhence
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any equilibriumadopted)by changingtherankingof its paths.
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