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Abstract—

Dynamic routing protocolssuchasRIP and OSPFessentiallyimplement
distrib uted algorithms for solving the ShortestPathsProblem The Border
Gateway Protocol (BGP) is currently the only interdomain routing proto-
col deployed in the Internet. BGP is not solving a shortest paths problem
sinceany interdomain protocol is required to allow policy-basedmetrics to
override distance-basedmetrics and enable autonomoussystemsto inde-
pendently de ne their routing policieswith little or no global coordination.
It isthen natural to askif BGP canbe viewedasa distrib uted algorithm for
solving somefundamental problem. We intr oducethe StablePathsProblem
and show that BGP can be viewed as a distrib uted algorithm for solving
this problem. Unlik e a shortestpath tr ee,sucha solution doesnot represent
a global optimum, but rather an equilibrium point in which eachnodeis
assignedts local optimum.

We study the Stable Paths Problem using a derived structure called a
disputewhee] representingcon icting routing policiesat various nodes.We
show that if no dispute wheelcan be constructed,then there existsa unique
solution for the StablePaths Problem. We de ne the SimplePath \ectorPro-
tocol (SPVP),a distrib uted algorithm for solving the Stable Paths Problem.
SPVPis intended to capture the dynamic behavior of BGP at an abstract
level. If SPVP cornverges,then the resulting state correspondsto a stable
paths solution. If there is no solution, then SPVP alwaysdiverges. In fact,
SPVP can even diverge when a solution exists. We show that SPVP will
corverge to the unique solution of an instanceof the Stable Paths Problem
if no dispute wheelexists.

|. INTRODUCTION

The BorderGatevay Protocol,BGR is currentlythe only in-
terdomainrouting protocolemployedon the Internet[13], [18],
[19]. BGP allows eachautonomoussystemto independently
formulateits routing policies, and it allows thesepolicies to
overridedistancametricsin favor of policy concernsin contrast
to puredistance-ectorprotocolssuchasRIP [2], [14], BGPis
notsafein thesensehatroutingpoliciescancon ict in amanner
thatcauseBGPto diverge,resultingin persistentouteoscilla-
tions[21]. Moreover, thesafetyof BGProutingpoliciesmaynot
be robustwith respecto network failures. Recentstudieshave
highlightedthe adwerseeffects of interdomainrouting instabil-
ity [16], [17]. Althoughit is notknown if ary of the obsened
BGPinstability hasbeencausedy policy con icts, in theworst
casesuchcon icts couldintroduceextremeoscillationsinto the
globalroutingsystem.

The goal of this paperis to clarify the natureof BGP policy
inconsistenciethat give rise to protocoldivergence.Our main
contrikution is to describea generalconditionon routing poli-
ciesthatguaranteesafetyandrobustness.

Weintroducethe StablePathsProblem(SPP) which captures
the underlyingsemanticsof ary path vector protocol suchas
BGR JustasroutingprotocolssuchasRIP andOSPHmplement
distributed algorithmsfor solving the ShortestPathsProblem,
we claim thatBGP canbeviewedasa distributedalgorithmfor
solving the StablePathsProblem. Informally, the StablePaths
Problemconsistsof an undirectedgraphwith a distinguished
nodecalledthe origin. All othernodeshave a setof permitted
pathsto the origin. Eachnodealsohasarankingfunctiononits
permittedpathsthatindicatesanorderof preferenceA solution
to the StablePathsProblemis anassignmenof permittedpaths

to nodessothateachnodes assignedgathis its highestranked
pathextendingary of the assignegathsatits neighbors.Such
a solutiondoesnot represent global maximum,but ratheran
equilibriumpointin which eachnodeis assignedits local maxi-
mum. In SectionlV weintroducethe SimplePath \Vector Proto-
col asa distributedmeansof computingsolutionsto the Stable
PathsProblem.

Wethenstudythe StablePathsProblemusingaderivedstruc-
ture called a disputewhee] which represents circular set of
dependenciebetweenrouting policies that cannotbe simulta-
neouslysatis ed. We shaw that if no disputewheel can be
constructedthenthe correspondingstable Paths Problemhas
a uniquesolution. We de ne the SimplePath Vector Protocol
(SPVP)asadistributedmeanof computingsolutionsto the Sta-
ble PathsProblem. We show thatif thereis no disputewheel,
then SPVPis guaranteedo corvergeto the uniquesolution of
thecorrespondingtablePathsProblem.

The paperis organizedasfollows. Sectionll providesa sim-
pli ed pictureof how BGP operatesndprovidesmotivationfor
the de nition of the StablePathsProblem. In Sectionlll we
actuallyde ne the StablePathsProblem(SPP).This formalism
providesa simplesemanticgor routing policiesof pathvector
protocolssuchasBGP while remainingfree of mary nonessen-
tial details. Thereis a tradeof betweenthe compleity of the
SPPformalismandthe compleity of the translationfrom a set
of BGProutingpoliciesto aninstanceof SPPWe optedfor SPP
simplicity, sincethe theoreticalresultsremainquite challeng-
ing evenfor this model. HencenumerouBGP-speci cdetails,
suchasinternalBGR, confederations;oute seners, private AS
numbersandsoon, arepushednto thetranslation.

The protocol SPVPis de ned in IV. We analyzethe Stable
PathsProblemin SectionV. First, we explore the computa-
tional compleity of the StablePathsProblemandshaw thatthe
problemof determiningwhetheraninstanceof the StablePaths
Problemhasa solutionis NP-complete We de ne thenotionof
adisputewheel,andshaow thataninstanceof SPPwith no dis-
putewheelalwayshasa uniquesolution. We alsoshaw thatthe
protocolSPVPcanonly divergewhenthereis a disputewheel.

In SectionVI we exploretherelationshipbetweerthe Stable
PathsandShortesPathsProblems SPPis differentfrom short-
estpathsproblemfor severalreasonsFirst, therelative ranking
of pathsin SPPis not, in general basedon pathlengths. Sec-
ond, eachnodecanrejectpathsarbitrarily, even shortespaths.
Evenso,it seemanaturalquestiorto askwhichinstance®f the
StablePathsProblemare consistentvith someedgecostfunc-
tion. Evenin thiscasepnemay nd routingtreeswhich arenot
shortestpathtreeswith respecto the costfunction. However,
we show that any instanceof the StablePathsProblemthatis
consistenwith a costfunction without non-positie cycleswill
be safe. An immediateconsequencef thisis thatif we ignore
internal BGP (IBGP), thenBGP con gurationsthatare simply
basedn“hop count”aresafe evenwith “padding” of AS-paths.



Ontheotherhand,we shav thatBGP-like systemsanactually
violate “distancemetrics”andremainsafe.

Finally, SectionVIl discusseshe implication of our results
for the StablePathsProblemfor real-world BGPaswell asopen
problems.

A. Relatedwbrk

Bertsekast al. [1] prove corvergencefor a distributed ver-
sion of the Bellman-Ford shortestpath algorithm. Becauseof
the differencesbetweenBGP and shortestpath routing men-
tioned above, theseresultsdo not directly apply to a protocol
suchasBGR

In Varadharetal. [21], the corvergencepropertiesof anab-
stractionof BGPis studied.They describea system(similar to
BAD GADGET of Figure2)asan exampleof policieswhich
leadto divergence. In their setting,a node mustupdateeach
time it recevesa new route-to-origin‘advertisementfrom one
of its neighbors.This is in contrastto our modelwherean ar-
bitrary updatesequencealeterminesvhen nodesprocesstheir
neighbors pathchoices.They alsode ne the notion of anaux-
iliary graph,calledareturngraph to studycorvergence Return
graphsarede ned only for systemswith aring topology anda
restrictedsetof allowablepathsat eachnode,namelythe coun-
terclockwisepaths.A returngraphis de ned asfollows. For a
node andtwo permittedpaths from to ,theyde nean
arc if whenstoring at , andupdatingthenodesclock-
wisearoundthering, thenode adopts when is considered
again. Thusreturngraphsare de ned by the dynamicbeha-
ior of the systemfor a particularactivation sequencevhereas
the disputewheelsde ned in this paperis basedpurely on the
static natureof the local preferencegunctionsof the nodesin
the system.In addition,we considera moregeneralevaluation
model, more generaltopologies,and arbitrary ranking of per
mitted paths.

GoudaandSchneidef7], [8] have studiedmetricswhich al-
ways have a maximaltree thatis, a treein which every node
hasits mostpreferred pathto the origin containedin the tree.
This notionis differentfrom the centralnotion of a stabletree
introducedn Sectionlll. Thelatteris basednreachingalocal
optimumasopposedo requiringeachnodehaving its globally
preferredpath. A metricin their work corresponds$o a method
for rankingpathshasedon a givenassignmenof valuesfrom a
prescribedsetto the edgesof the graph. In particular this im-
plies a universalranking of how desirableeachpathis. They
characterizeéhe “maximizable”metrics,i.e., thosewhich admit
a maximaltreefor ary graphandary valid assignment.They
shaw, in particular thatany suchmetric mustbe monotonicin
thesensdhatif isasub-patlof ,then cannotbelessde-
sirablethan (for theshortespathmetricthis meanghatedges
canonly beassignedionngative costs).

Grif n andWilfong [11] have shavn thatstaticallydetecting
solvability for real-world BGPis NP-hard.Thetranslatiorfrom
the“high-level” speci cationlanguageaisedn thatpaperinto an
instanceof the StablePathsProblem(seeSectionll) may take
exponentialtime andspace(in the numberof nodes).Evenso,
in SectionV-A we shav thatthe basicquestionof solvability is
still NP-completdor instance®f the StablePathsProblem.

Il. BGP ROUTE SELECTION

In orderto motivatethe SPPformalism,we brie y review the
routeselectionprocesof BGP[13], [18], [19]. BGPemplg/sa
largenumberof attributesto corvey informationabouteachdes-
tination. For example,oneBGP attribute recordsthe pathof all
autonomousystemghattherouteannouncemeritastraversed.
For thesereasonBGP s oftenreferredto asa pathvectorpro-
tocol. TheBGPattributesareusedby import policiesandexport
policiesateachrouterto implementts routingpolicies In mod-
eling BGP we make several simplifying assumptionsFirst, we
ignoreall issuegelatingto internalBGP (iBGP), including the
MED attribute. As a corollaryto this, we assumeahatthereis at
mostonelink betweenary two autonomousystems.Second,

we ignoreaddressaggragation.

In BGR route announcementare passedbetweenrouters.
T_f;)eseannouncementsrerecordsthatmcludethefollowmg at-
tributes.

network layerreachabilityinformation
(addresslock for a setof destinations)
_ : next hop(addres®f next hoprouter)
_ . orderedist of autonomousystemgraversed
_ . localpreference
_ . setof communitytags

The local preferenceattribute is not passecbe-
tweenautonomousystemsbut is usedinternallywithin anau-
tonomoussystemto assigna local degreeof preference.

Eachrecord is associatedvith a 3-tuple,rank-tuple , de-
ned as
For a given destination , the records with are
ranked usinglexical orderingon rank-tuple . The bestroute

selectionprocedurefor BGP [18] picks routeswith the high-
estrank. In otherwords,if two routerecordssharethe same
value,thenthe recordwith the highestlocal preferenceas
most preferred. If local preferencevaluesare equal,thenthe
recordwith the shortest _ is preferred.Finally, tiesare
brokenwith preferencgivento therecordwith thelowestIP ad-
dresdfor its - value.Notethatthis orderingis “strict”
in the sensethatif two records areranked equally then
- - . Routeselectiorbasecdn high-
estrankis deterministicsinceat ary time thereis at mostone
routerecordlearnedirom - with agiven
A route transformation is a function on route records,
, that operateshy deleting,inserting,or modifying
the attribute valuesof . If (theemptyrecord),then
we saythat hasbeen Iter edoutby
Suppose and areautonomousystemswith a BGP peer
ing relationship.As arecord movesfrom to it undegoes
threetransformationsFirst, export represents
the applicationof export policies(de ned by )to . Second,
PVT is the BGP-speci c path vectortrans-
formationthatadds tothe _ of , sets - ,
and lters out the recordif its contains . Finally,
import representshe applicationof import
policies(de nedat )to . In particularthisisthefunctionthat
assignsa - valuefor . We call the compositionof



thesdransformationshepeeringtransformationpt ,
de nedas
import PVT export

Supposautonomousystem is originatingadestination by
sendingarouterecord with to (someof) its peers.
If is an autonomousystemand is
a simplepathwhereeachpair of autonomousystems
areBGP peersthenwe de ne , therouterecod received

at from alongpath ,tobe
pt pt pt
We saythat is permittedat when . We canthen

de ne arankingfunction
asthelexical rankof rank-tuple

, ON AS-pathspermittedat

[11. THE STABLE PATHS PROBLEM (SPP)

The SPPformalismde ned below is basedon the notion of
permittedpathsandrankingfunctionson thesepaths.In terms
of BGP, we canthink of SPVPascapturingthe semanticghat
translateheappatentroutingpoliciesatautonomousystem
into theactualroutingpoliciesat . Notethattheactualrouting
policiesat  arethe resultof the interactionbetweenrouting
policies of mary, possiblydistant,autonomousystems. The
SPPframework is designedo capturethe underlyingsemantics
of ary pathvectorprotocolsuchasBGP. We seekto studythe
safetyof routingpoliciesin amannerindependentf thedetails
usedto implementthosepolicies.

Let be a simple, undirectedgraphwhere

is thesetof nodesand isthesetof edgesFor
ary node , peers is the setof pees
for . Weassumehatnode , calledtheorigin, is specialin that
it is the destinatiorto which all othernodesattemptto establish
apath.

A pathin is eitherthe emptypath,denotedby , or a se-
guenceof nodes, , , suchthatfor each

, , isin . Note thatif , then
representshetrivial pathconsistingof the singlenode
Eachnon-emptypath hasa direction
fromits rstnode toitslastnode . If and arenon-
emptypathssuchthatthe rst nodein is the sameasthelast
nodein , then denoteshe pathformed by the concate-
nation of thesepaths. We extendthis with the corventionthat
, for ary path . For example,
representshe path , Whereas representshe
path . This notationis mostcommonlyusedwhen is
a pathstartingwith node and isanedgein . In this
case denoteghe paththatstartsatnode , traverseghe
edge , andthenfollows path from node .

For each , denoteghe setof permittedpathsfrom

to theorigin (node ). If isin ,then
thenode is calledthenext hopof path betheunion
of all sets

For each , thereis anon-negyative, integervaluedrank-
ing function , de nedover ,whichrepresentfion node
ranksits permittedpaths.If and ,

. Let

then is saidto be preferedover . Let
An instanceof the StablePathsProblem ,is
a graphtogetherwith the permittedpathsat eachnodeandthe
ranking functionsfor eachnode. In addition, we assumethat
, andfor all

(emptypathis permitted) ,

(emptypathis lowestranked) , for
(strictness)If , , and ,
thenthereis a suchthat and

(paths and
(simplicity) If path
peatedhodes),

Let be aninstanceof the StablePathsProb-
lem. A path assignments a function that mapseachnode

toapath . (Note,thismeanghat J)

We interpret to meanthat is notassigned patht
theorigin. Thesetof pathschoices is de nedto be

have the samenext-hop),
, then is a simple path (no re-

( )

o.W.

choices

This setrepresentsil possiblepermittedpathsat thatcanbe
formedby extendingthe pathsassignedo thepeersof . Given
anode , supposdhat is asubsebf the permittedpaths
suchthateachpathin ~ hasadistinctnext hop. Thenthe best
pathin  isde nedto be

with maximal ( )
best
0.W.

Thepathassignment is stableat node if
bestchoices

Notethatif is stableatnode and , thenthe setof
choicesat mustbeempty The pathassignment is stableif
it is stableat eachnode . We oftenwrite a pathassignmenas
avector , Where . (We omit
sinceit isalways .) It is easyto checkthatif is stable,and

, then . Therefore,ary stablepath
assignmenimplicitly de nes atreerootedat the origin. Note,
however, thatthis is not alwaysa spanningree.

The StablePathsProblem is solvableif there
is a stablepathassignmenfor . A stablepathassignments
alsocalleda solutionfor . If no suchassignmenexists,then

is unsolvable

Figure 1 (a) presentsa StablePathsProblemcalled SHORT-
EST 1. Therankingfunctionfor eachnon-zeronodeis depicted
asaverticallist next to thenode,with thehighestranked pathat
the top going down to the lowestranked non-emptypathat the
bottom.The stablepathassignment

is illustratedin Figurel (b). If we reversetherankingorderof
pathsatnode we arrive at SHORTEST 2, depictedin Figurel
(c). Thestablepathassignment
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Fig. 1. StablePathsProblemswith shortespathsolutions.

is illustratedin Figurel (d). In bothcasestherankingfunctions
prefershortempathsto longerpathsandthesolutionsareshortest
pathtrees.Note thatthe rankingatnode breaksties between
pathsof equallength. This resultsin one shortestpathtreeas
thesolutionfor SHORTEST 1, while anothershortespathtreeas
the solutionfor SHORTEST 2.
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Fig. 2. StablePathsProblemghatarenotshortespathproblems.

Therankingof pathsis not requiredto prefershortermpathsto
longerpaths.For example,Figure2 (a) presentsa StablePaths
Problemcalled Goob GADGET. Notethatbothnodes and
preferlongerpathsto shorterpaths.The stablepathassignment

illustratedin Figure?2 (b), is nota shortespathtree. Thisis the
uniquesolutionto this problem.

A modi cation of GOOD GADGET, called NAUGHTY GAD-
GET, is showvn in Figure2 (c). NAUGHTY GADGET addsone

permittedpath for node , yetit hasthe sameunique
solutionas GOOD GADGET. However, asis explainedin Sec-
tion IV, the protocol SPVP candiverge for this problem. Fi-
nally, by reorderingthe rankingof pathsat node , we produce
a speci cationcalledBAD GADGET, presentedn Figure2 (d).
This speci cation hasno solutionand the SPVP protocol will
alwaysdiverge.
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Fig. 3. DISAGREE andits two solutions.

Sofar, our exampleseachhashadat mostonesolution. This
is notalwaysthe case . ThesimplestinstancecalledDI SAGREE,
having morethanonesolutionis illustratedin Figure3 (a). The
stablepathassignment

is depictedn Figure3 (b). An alternatve solution,

is shavn in Figure3 (c). No otherpathassignmentsarestable
for this problem.

Figure4 (a) describes slight modi cation to BAD GADGET.
The path is addedand madethe highestranked path at
node . The uniquesolutionto this problemis illustratedin
Figure4 (b). Notethatif the edge is deleted,thenthis
systembecome®AD GADGET. In termsof routing,this models
thefailure of link , andillustratesthe factthata network
with a stablerouting tree canbe transformednto onewith no
solutionwith thefailure of asinglelink.
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Fig. 4. BAD BACKUP



IV. A SIMPLE PATH VECTOR PrROTOCOL (SPVP)

This sectionpresentsa SimplePath Vector Protocol (SPVP)
for solving the StablePaths Problemin a distributed manner
SPVPrepresentanabstractversionof the existing BGP proto-
col. This protocolalwaysdivergeswhena StablePathsProblem
hasnosolution. It canalsodivergefor StablePathProblemghat
aresolvable. The protocolSPVPde ned below differsfrom the
simplermodel of evaluationpresentedn [10], [11]. Herewe
usea messag@rocessingramenvork which employs areliable
FIFO queueof messagefor communicatiorbetweerpeers.

In SPVR the messagesxchangedetweenpeersare simply
paths.Whenanode adoptsapath it informseach

peers by sendingpath to . Therearetwo datastructures
ateachnode . Thepathrib  is 'scurrentpathto theorigin.
For each peers |, rib-in storeghepathsentfrom

mostrecentlyprocessedt . Thesetof pathchoicesavailable
atnode isde nedtobe

rib-in
andthebestpossiblepathat is de nedto be
best

This pathrepresentshe highestranked path possiblefor node
, giventhemessagesecevedfrom its peers.

processspvp
begin
receve from
begin
rib-in
if rib then
begin
rib
for each peers do
sendrib  to
end
end
end
Fig.5. TheSPVPprocesatnode .
Figure5 presentghe processpvp thatrunsat eachnode
The notation and semanticsare from [6]. If thereis
an unprocessedanessagdrom ary peers , the guard

receve from canbe activatedcausingthe messageo be
deletedfrom the incoming communicatiorink and processed
accordingto the programto theright of thearrov (). We
assumehatthis programis executedn oneatomicstepandthat
the communicatiorchannelsarereliableandpresere message
order This protocol ensureghat rib-in always con-
tainsthe mostrecentlyprocessednessagérom peer andthat
rib  is alwaysthehighestrankedpaththat canadoptthatis
consistentvith thesepaths.

The network state of the systemis the collection of values
rib , rib-in , andthestateof all communicatiorinks.
It shouldbe clearthat any network stateimplicitly de nesthe
pathassignment rib . A network stateis stableif all
communicatiorinks areempty In SectionV-E it is shovn that
the pathassignmenassociatedvith ary stablestateis alwaysa
stablepath assignmentandthusa solutionto the StablePaths
Problem.Thereforejf the StablePathsProblemhasno solution,
thenSPVPalwaysdiverges.

For example,considerBAD GADGET from Figure?2 (d). Us-
ing SPVR it is easyto constructa sequencef network states
thatareassociateavith thepathassignmentsf Figure6. In this
gure, anunderlinedpathindicatesthatit haschangedrom the
previous pathassignmentNotice thatthis sequencéeginsand
endswith thesamepathassignmenandsorepresentsneround
of anoscillation.

step

Fig. 6. A sequencef pathassignmentfor BAD GADGET.

A StablePathsProblemis called safeif the protocol SPVP
always converges. Note that SPPsolvability doesnot imply
safety For example,NAUGHTY GADGET hasa solution, but
SPVP evaluationfor this systemcan diverge. WhereasBAD
GADGET is unableto corverge, NAUGHTY GADGET canoscil-
late for an arbitraryamountof time beforecorvergingto a so-
lution. In otherwords, NAUGHTY GADGET can produceboth
persistenandtransientoscillations.

V. A SUFFICENT CONDITION FOR SPP SOLVABILITY,
SAFETY, AND ROBUSTNESS

In this sectionwe analyzethe StablePathsProblem. First,
we show thatdeterminingf a solutionexistsis anNP-complete
problem.We thende ne disputewheelsandshawv thatthe lack
of disputewheelsis asufcient conditionwhich guaranteethat
a StablePathsProblemhasa uniquesolution. With respecto
the protocol SPVR we shaw that this sufcient conditionalso
impliessafetyandrobustness.

A. Compleity of SPPsolvability

We now investigatethe computationalcompleity of deter
mining if a solution exists for an instanceof the StablePaths
Problem.For areview of compleity theory see[5].
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Fig. 7. Exampleof constructiorfor clause

TheoemV.1: The problem of determiningwhetheran in-
stanceof the StablePathsProblemis solvableis NP-complete.
Proof: We begin by notingthatthis problemis in NP, sincewe
only needto guessa pathassignmenandcheckthatit is indeed
stable. This canclearly be donein time polynomialin the size
of theinstanceof SPP

Therestof the proofreliesonareductionfrom 3-saT, awell-
known NP-completeoroblem.An instanceof 3-SAT consistsof
asetof boolearvariablesandaformulabasednthesevariables
andtheir negationswheretheformulahastheform of aconjunc-
tion of termseachof which is a disjunctionof threeliterals (a
literal is eithera variable or its negation ). The 3-sAT
problemasksif thereexists a satisfyingassignmentor a given
instance.

Supposene aregivenaninstance of 3-sAT with variables
. We now constructaninstanceof the

thatis solvableif andonlyif hasa

-7

is false

StablePathsProblem
satisfyingassignment.

Q?

Fig. 8. Variableassignmengadgetor

(b) istrue (c)

For eachvariable  we usethestructureof bISAGREE (Fig-
ure3)to constructa“variableassignmengadget’shovnin Fig-
ure 8 (a). Thetwo distinct solutionsof this gadget depictedin
Figure8 (b) and(c), representheassignmentdf  totrue and
false, respectiely.

Givenanarbitraryclause of ,theinstance

containsa nodelabeled . For eachliteral in  thereis
anedgefrom to the correspondinghodeof the variableas-
signmentgadgetfor the variableof thatliteral. Thenode has
only threepermittedpaths,eachof lengthtwo, correspondingo
the variableassignmenthat malkesthe literalstrue. (Note that
the rankingis not important.) SeeFigure 7 for anillustration
of this constructiorfor threevariables , ,and , andfor

oneclause . Foreachclause , acopy of a
simpli ed BAD GADGET, calledBAD GADGET , is attached
asshawn in Figure?. It is clearthat is polynomialin the
sizeof
We now shaw that is satis ableif andonly if
lution. Supposehatthe variableassignmentunction
true false satis eseveryclauseof .Wenow de ne astable

hasaso-

pathassignment for . First, we de ne on variable
assignmengiadgetsas
if true
o if false
and o
. if false
o if true
Suppose is a clause. Since is a satisfying
assignmentye know thatat leastoneliteral of  is true. Let
be the true literal suchthatthe path hasthe highest

rankat . Thenlet
considerBAD GADGET

. Finally, for this same
. Let .
, , and
. It is easyto checkthat s astablepath
assignment.
For the other direction, supposethat is a stablepath as-
signmentfor We now constructa variable assignment
true false thatsatises . For eachclause |,
it mustbethe casethat , for someliteral

of clause . If thiswerenotthecasethen cannotbestable

for atleastonenodein BAD GADGET . Since is stablewe
know that andthat . Suppose
that for some . Thende ne true. Other
wise, " for some , andwe de ne false If

afterconsideringeachclause thereremainssomeunassigned

variables,simply assignthemthe valuetrue. The assignment
is well de ned becausave cannothave two clauses and
suchthat and ~ . Sucha
couldnotbestableat and . Since assignsatleastone



literal for eachclausethe valuetrue, we concludethatthisis a
satisfyingassignmentm

B. DisputeWheels

GiventheNP-completenessf thesolvability problemfor sta-
ble pathswe turnto developinga heuristicprocedure The pro-
cedureattemptdo grow astablepathassignmenfaroutingtree)
in agreedymanner

Suppose , suchthat . A partial pathassign-
ment for isapathassignmensuchthatfor every ,
every nodein isin . Theheuristicprocedureconstructs
asequencef subsetof , together
with a sequenceof partial path assignments ,
whereeach s a partialpathassignmenfor . Foreach ,
de ne tobethepathassignmentor ,where
for , and for . The partial pathassign-
ment isstablefor if isstablefor each

If and ,then issaidto beconsistentvith

if it canbewritten as , where isapath
in the digraphinducedby , , and , (D/
and . Sucha iscalledadirectpathto if is
empty Let  bethesetof nodes thathave adirect
pathto . Without loss of generality eachnode hasa non-
empty permittedpathto the origin, and henceif is not
emptythen  isnotempty Let  bethesetof nodes In addition,NAUGHTY GADGET hasthedisputewheel
whosehighestranked path consistentwith  is a direct path.

Denotethispathas . If  isnotempty let

Fig.9. A disputewheelof size .

De ne thepartialpathassignment  on as
M) M)
S
It may be the casethatnodesof appeamultiple timesin
This processontinuesuntil for some either(1) ,0r(2) andmultipletimesin ary of thepathsof and . Forexample,
and . Inthe rst case, isclearlyastablepath considetheSPP

assignmentln the seconccasewe arestudk, andthe procedure 1230 2310
failsto nd asolution. 120 230

If we performthis sequencef operationson GOOD GAD- 10 20
GET (Figure2 (a)), thenit will arrive atthe solutiondepictedn
Figure2 (b). However, for both NAUGHTY GADGET andBAD
GADGET, this procedurewill getstuckattemptingto construct 3120

(thatis  is empty). This is becausesachnodethathasa g 30

directpathto ,(nodes , ,and ), prefersapaththatis ) _ _
notdirect. We now shaw thatgettingstuckimpliestheexistence 1his systemhasthefollowing disputewheel.
of a circular setof con icting rankingsbetweennodes,which
we call adisputewheel

Formally, a disputewheel, , of size ,isa
sequencef nodes , andsequencesf non-
emptypaths and ,
suchthat for each we have (1) is a path
from to , (2) , (3) , and (4)

. (All subscriptsareto beinterpreted
modulo .) SeeFigure9 for anillustration of a disputewheel.
Sincepermittedpathsaresimple, it follows thatthe sizeof ary
disputewheelis atleast .
BothNAUGHTY GADGET andBAD GADGET of Figure2have Notethatnodes , ,and mustbeduplicatedn orderto present
this disputewheel this disputewheelin an“untangled”form.



C. Nodisputewheelimpliessolvability

If is adisputewheel, the triple resultingfrom suppess-
ing index is de ned to be where
and resultfrom removing and from and

, Where .
A sub-wheebf is ary disputewheelobtainedby a sequenc
of suchoperationsA minimaldisputewheelis onein whichfor

from

each , either is not permittedat
or . Note thatary dispute
wheelof size is minimal.

LemmaV.2: Every disputewheel containsa minimal sub-
wheel.
Proof: Supposehat disputewheel
for some in wehave .
Createa sub-wheeby suppressingndex . Repeatinghis
processnusteventuallyarrive ata minimal sub-wheelm

TheoemV.3: Let beaninstanceof the StablePathsProb-
lem.If hasnodisputewheel,then is solvable.
Proof: Supposédhatour heuristicproceduregetsstuckat step

Let  beary nodein and let be a direct
path. Note thattheremustbe a path , permittedat and
consistenwith , which hashigherrankthan . Since is
consistentvith it hastheform where
isapathfrom to in , , . and

. Notethat , andsince is emptywe

canrepeatthis proceswith . If we continuein this manneiit
is clearthatwe will eventuallyform adisputewheel.m

Note that BAD BACKUP is solvable and yet has a dispute
wheel.

is not minimal. Then

is

D. Nodisputewheelimpliesa uniquesolution

In generalaninstanceof the StablePathsProblemmayhave
morethanonesolution. We show thatin this casethe problem
hasadisputewheel.

TheoemV.4: If the StablePathsProblem hasno dispute
wheel,thenit hasa uniquesolution.

Proof:  Supposethat  has no dispute wheel, and has
two distinct solutions, and
Let and bethe trees,rootedat node

, thatarede ned by thenon-emptypathsof and respec-
tively. Let bethegraph whichisinduced
by the intersectionof thesetwo trees. Now let  be the com-
ponentof  containingthe origin. Thusevery edgeof
entering is eitherin or
SeeFigure10for anillustration.

We now constructadisputewheel.Notethat implies
that is nonemptyandthatatleastoneof thetreeshas
anedgeentering . Withoutlossof generality considerary

in where isin ,and isnot. Notethat must
bein , otherwiseit would have the emptypathin , which
it cannotpreferto the path . We may choosean edge
, Where and . Onthe
hasa pathto the origin in . This pathmust
where(i)

from  totheorigin, (i) is
but entirely containedin the node
hasat leastoneedge(for otherwise

otherhand,
be of theform
and istheuniquepathin
apathfrom to in
set and (iii)

Fig. 10. lllustrationfor Theoremv.4.

oneof would notbestable).We repeathis processat
exceptwe now examinea pathfrom  to theorigin in thetree
. Continuingto alternatein this fashionwe musteventually
repeatsomenode,which withoutlossof generalityis
To seethatthisis a disputewheel,we needonly shav thatfor
each ,

Withoutlossof generalityassumehat isin . If the

inequalitydid not hold, thenwe would have

whichwould meanthat  is notstablem
Notethat NAUGHTY GADGET hasa uniquesolutionandhas
adisputewheel.

E. Nodisputewheelimpliessafety

We now shaw thattheprotocolSPVPcanneverdivergefor an
instanceof the StablePathsProblemthathasno disputewheel.
We model (logical) time with discretevalues .
For eachnode andeach peers , mq de-
notesthe stateof the communicatiorlink from node to node
attime . Thisis a FIFO message&ueue,and the notation
mq refersto the th elementin the queue.In par
ticular, mq is the rst element,or the oldestun-
processednessagén thecommunicatiorink. If  is thenum-
ber of messagem mq , thenmq de-
notesthe lastelement,or the messagenostrecentlysentfrom
to For each , rib denotesthe value of rib  at
time . Foreach andeach peers , rib-in
denotesthe value of rib-in at time .
presentationwe de ne the pipe from node to

For easeof
attime ,

pipe , to bethe messagejueueobtainedby inserting
rib-in into mq beforethe rst position.
In otherwords, pipe rib-in and
pipe mq , for , Where

is the numberof messages mq



The network stateat time , denotedby , is comprised
of all valuesrib , rib-in , and mq
Suppose is apathaSS|gnmentAn |n|t|al
stateinducedby is the statewhereeachqueuemq
containsthe singlemessage , eachrib-in , and
eachrib

At eachstatetransitionfrom to , either(1) the

network stateremainsunchangedor (2) somenode pro-
cesse@ messagdérom some peers . If node changes
its pathin this transitionfrom 4 to new, we say that
adoptedpath pey attime . We will encodean arbitrary
run in an activation sequence , where no-op or
recompute . f no-op thenthe statere-
mainedunchangedn thetransitionfrom state to
If recompute , thennode processedne mes-

. We write to denote

, the notation

sagefrom peers
this transformation. If

denotesthe compositionof one-steptransitions

Let be someinitial state. An activation sequence
is fair with respectto  if any messagesentfrom to
will eventually be receved and processedy , assumingthe
systemstartedin state . In otherwords, if and
mq is not empty thenthereis atime such

that and recompute

Let be aninstanceof the StablePathsProb-
lem. If attime thenetwork state is suchthatall message
gueuesnq areempty thenwe saythat the system
hascorvemgedattime , andwrite , where isthe
initial state( ). If thesystemdoesnot corvergefor ary

time we saythe systemdiverges,andwrite .

We now de ne the notion of a consistennetwork state. The
stateat time is rib consistentif for all , rib is the
bestpath possible,given the valuesof rib-in , for

peers . We say that pipe is pipe consis-
tentif pipe rib , where is the num-
ber of messagesn pipe Note that this implies
that if pipe containsonly one messagethenit is
identicalto rib . In particular if the communicatioriinks
mq areempty thenrib-in rib
A state is consistentf it is rib consistentandall pipesare
pipe-consistent.

We now show thatconsisteng is preseredunderstatetran-
sitions.

LemmaV.5: Let bean activation sequence.Supposehat

is aconsistenstateand . Then is
aconsistenstate.
Proof: Obvious.m
TheoemV.6 (Correctness) et  be a consistentstateand
an activation sequencehat is fair with respectto . Sup-
posethat for sometime we have . Let
whererib . Then s a solutionfor
thespeci cation
Proof: By repeatedapplicationof LemmaV.5 we know that
the state at time is consistent,and since the systemhas

converged we know that all communicationlinks are empty

By pipe-consisteng we know thatif and are peers,then
rib-in rib . Thereforejf is notasolu-
tion for , thenthereis somenode thatis not rib-consistent,
whichis acontradictionm

Suppose isaconsistenstate,
with respecto , andthat

is afairactivationsequence
. The setof corverging

nodes , arethosenodes suchthatfor sometime and
for all , we have rib rib . The oscillating
nodesdenoted , isthesetof nodesn notin

By thede nition of wecande ne atime suchthatfor all
andfor all , rib rib f and is
apeerof ,thenaftertime nonew messageareplacedinto
pipe andsoby thefairnessof thereis atime
suchthatfor all times all suchmessagegom nodesn
have been ushed from all communicatiorlinks. In particular
for all andall , pipe rib-in
rib for all peers of . For , let bethe
x edmessagn rib-in for all peers of andhence

themessagén rib for all

For every de ne to be the set of
pathsthat adoptsin nitely often. For every de-
ne to be the singletonset rib . Let

be the time after which each
. For asimplepath

adoptsonly pathsin

andforary  with we denoteby the
subpath
LemmaV.7: For , Supposéhat

Thenthereis atime afterwhlch thereis no path of theform
in thenetwork state.

Proof: By de nition, theremustbe a time after which all

nodes adoptonly paths . Since a

fair activationsequenceye know thatthereis sometime

afterwhich all communicatiodinks have beenrenaved. s

LemmaV.8: Suppose for some
If is a nodein  and , then
. In addition,if isanodein and ,
then rib .
Proof: Let beanodein suchthat . Suppose
that . By LemmaV.7, thereis atime

after which thereis no pathof the form in the network
state.Therefore, cannotadoptthispathin nitely often,which
is a contradiction.A similar agumentholdsfor the casewhere

isanodein and .

TheoemV.9: If hasnodisputewheel,then is safe.
Proof: Supposehat diverges, . We show that

containsa disputewheel. Let , , and bedened as

above. Let beary time . Let bethesubsebf nodes
suchthat thereis a path
where . Thatis, each in adoptsa paththatleads

directlyto a x ednode.By LemmaV.8, cannotbeempty

We now constructa disputewheel. Let  be a nodein
Let be ‘sdirectpathto |, . It is easyto check
that is unique,andthatof all pathsin the
path s of lowestrank. Let be the

adoptedpathof highestrankat . LemmaV.8 tells usthatwe

canwrite this pathas , Where is a pathfrom
to  of changingnodes, , and
for some . We cannow performthe sameconstruction



for . Repeatinghis procesdn the obviousway resultsin a
disputewheel.m

F. Nodisputewheelimpliesrobustness

We modelthe failure of an arbitrarynumberof links asfol-
lows. Let be aninstanceof the StablePaths
Problemwhere . Suppose . We de ne

to bethe stablepathsproblemobtainedby (1) deletingthe
edges from the graph , (2) removing all permittedpaths
thattraverseanedgein , and(3) amendingherankingfunc-
tionsaccordingly Theproblem is fragile if is solvablebut
thereexists some suchthat is not solvable. The
problem is robustif is safeandfor each the prob-
lem is alsosafe. The systemcooD GADGET of Figure2
(a)is robust,while BAD BACKUP of Figure4 is fragile.

TheoemV.10: Let beaninstanceof the StablePathsProb-
lem.If hasnodisputewheel,then is robust.
Proof:  Supposethat  has no dispute wheel.
Theorem\®, we know that is safe. Supposehat
If is not safe thenby Theorem\Q theremustbea dispute
wheelfor . But ary disputewheelfor is alsoa dis-
putewheelfor , whichis a contradiction.Hence, is robust.
[ |

From

VI. STABLE PATHS AND SHORTEST PATHS

Varadharet al. [21] rst obsened that BGP policiescould
interactin a way thatresultsin protocoldivergence. Their ex-
amplesalwaysincludeautonomousystemshatchoosdonger
paths(in termsof “hop count”) over shorterones. They stated
“We believe that only shortestpath route selectionis provably
safe” The resultsof the previous sectionswill be usedto ex-
plore this statement.We interpretit to meanthatary classof
policies not basedon shortestpathroute selectionwill not be
provably safe. Notice thatimplicitly, the conjectureis suggest-
ing thatsystemsvhosepoliciesarebasedn shortespathroute
selectiorwill, in fact,besafe.

We begin by formalizing a fairly liberal notion of “shortest
pathrouteselectionthatseemsappropriateor a protocolsuch
asBGPR Wethenshaw thatary instanceof the StablePathsProb-
lem thatis consistentvith shortespathrouteselectionwill in-
deedbesafe.However, we shav BGP-like systemsanactually
violate “distancemetrics”andremainstill safe.

As is standardor undirectedyraphswe work with anassoci-
ateddigraph whereeachundirectecedge isreplaced
by two arcs, and . We arealsogiven
costs and associatedvith traversingthe edge in
the two directions. Thus inducesa costfunction on ary di-
rectedpath in theresultingdigraph:

Thecostfunction is positiveif for eacharc ,

There are several possiblewaysto formalize the notlon of
“shortestpath route selection”for a costfunction . Sincea
node is notrequiredto treatall possiblepathsto the origin as
permittedpaths,we cannotinsistthat take the shortestpath.
However, it seemgeasonabléo insistthatif hasa choicebe-
tweentwo permittedpathsandthesepathshave differentcosts,
then cannotpreferthe higher cost path over the lower cost
path. Formally, we say that an instanceof the Stable Paths
Problem, , IS consistentwith the cost function

10

if for each and
then

(1) if :
, and (2) if , then
If a costfunction hasnegative directedcycles,then can
be consistentwith  and yet not be safe. For example, con-
siderthe costsattachedo the edgesof NAUGHTY GADGET in
Figure 11, wherethe costof traversingan edgeis the samein
eachdirection. NAUGHTY GADGET is consistentvith this cost
function, but it is not safe. Note that this graphcontainsa cy-
cle of cost . Also, noticethatary  will beconsistentvith
the costfunction thathascost for everyarcandso,in par
ticular, NAUGHTY GADGET will be consistentvith sucha cost
function. Thuswerestrictoursehesto SPVPspeci cationscon-
sistentwith costfunctionsthatdo notrealizeary directedcycles
of costatmost .

130 210
10 20
430
420
3420

30

Fig. 11. NAUGHTY GADGET with negative link costs

De ne acostfunction to be coheentif it doesnot result
in ary non-positve directedcycles. Note thatany positive cost
functionis coherent.

TheoemVI.1: If is consistentwith a coherentcostfunc-
tion,then hasnodisputewheel.

Proof: Supposehat is a coherentcostfunction,
sistentwith , and containsa disputewheel of size
ary we have
so

inequalitieswe obtain

is con-
. For
, and
. Summingthese

After cancellatiorthis implies . Thustherim
of the disputewheelis a cycle of costat mostzero,whichis a
contradiction®

FromTheorem\@we canconcludethatarny consistentvith
a positive costfunctionis safe. In particular routing policies
basedn hop-counfevenwith AS-padding)arealwayssafe.In
addition,it canbeshaown thatif all pathsarepermitted thenthis
resultsin a shortest-pathoutingtree.

Note thatthe systemiINCOHERENT of Figure 12 hasno dis-
putewheel,andhenceis safe,yet it is not consistentith ary
coherentcostfunction. To seethis, supposehat we are given
arccosts , , , ,

and The cost for ary other arc

is arbitrary SuppoSeINCOHERENT is consistentwith these
costs, then the fact that node preferspath over
path meansthat . Also the fact that
node preferspath over path meansthat
. Adding theseinequalitiestogetherwe



obtain . By cancel-
lation, we arrive at , Sothereis a nonpositve
cycle . Thatis, INCOHERENT is notconsistentvith ary

coherentostfunction.

In summarytheclassof StablePath Problemshaving no dis-
putewheelsis provably safe,yet it is strictly largerthanthose
basedn shortespaths.

230

Fig. 12. Thesystem NCOHERENT

VIIl. DISCUSSION AND OPEN PROBLEMS

Isit possibleto guarante¢hatBGPwill notdiverge?Broadly
speakingtherearethreecomplementarapproache® address-
ing this problem: (1) operational guidelines (2) staticanalysis
of routing policies and(3) dynamicdetection We brie y dis-
cusseachof thesetechniques.

A setof opemtional guidelinesis a collection of rulesthat
shouldbe followed by every autonomoussystem. One use of
the framenork presentedn the currentpaperis to prove thata
given collectionof ruleswill indeedguaranteesafeBGP poli-
cies. For example,usingthe resultsof SectionVI it is easyto
seethat ary setof BGP policiesthat canbe implementedus-
ing route ltering alonewill be safe. This includesstandard
policiesthat determinewhich routesshouldbe importedfrom
andexportedto customerspeers,andupstreanproviders[15].
A more elaborateset of guidelines,togetherwith correctness
proofs, canbe foundin [4]. Onedif culty with this approach
is that mary InternetServiceProviders (ISPs)arein factcom-
posedof multiple autonomousystems.Restrictionghat make
economicsensavhenwe think of autonomousystemsasinde-
pendentiSPsmay no longer hold whenthey areall ownedby
the samecompary. The memberautonomousystemsf BGP
confederation$20] canbe consideredasa specialcaseof this
kind of multi-AS serviceprovider.

A solutionbasedon static analysiswould rely on programs
to analyzerouting policies to verify that they do not contain
policy con icts thatcould leadto protocoldivergence. This is
essentiallytheapproachadwocatedn Govindanetal. [9]. How-
ever, thereare two practical challengedacing this approach.
First, autonomousystemscurrently do not widely sharetheir
routingpolicies,or only publishincompletespeci cations.Sec-
ond,evenif therewerecompleteknowledgeof routingpolicies,
Grif n and Wilfong [11] have shavn that checkingfor vari-
ousglobalcorvergenceconditionss eitherNP-completeor NP-
hard. Thereforea staticapproactwould mostlik ely requirethe
developmenbf new heuristicalgorithmsfor detectinghis class
of policy con ict.
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A dynamicsolutionto the BGP divergenceproblemwould
be somemechanisimo suppres®r completelypreventat “run
time” thoseBGP oscillationsthat arise from policy con icts.
Using route ap dampening22] as a dynamicmechanismnto
addresghis problemhastwo distinct dravbacks. First, route
ap dampeningcannoteliminate BGP protocol oscillations, it
will only make theseoscillationsrunin “slow motion”. Second,
route ap dampeningventsdo not provide network administra-
torswith enoughinformationto identify the sourceof theroute
apping. In otherwords,route apping causeddy policy con-
icts will look the sameas route apping causedby unstable
routersor defective network interfaces.Soit seemghatary dy-
namicsolutionwould requirean extensionto the BGP protocol
to carryadditionalinformationthatwould allow policy disputes
to bedetectecandidenti ed atrun time

Suchanextensionis presentedh [12]. Thisis doneby adding
a dynamicallycomputedattribute to SPVPcalledthe path his-
tory. Protocoloscillationscausedby policy con icts produce
pathswhosehistoriescontaincycles. Thesecyclescorrespond
to disputewheels andidentify thepolicy con icts andthenodes
systemdnvolved. This protocolcanbe further extendedto au-
tomaticallysuppresshosepathswhosehistoriescontaincycles.
This guaranteethattheresultingprotocolcannever diverge.

Thereare several openproblemsthat needto be addressed.
The computationatomplexity of decidingsafetyor robustness
for an SPPspeci cation remainsopen. Our treatmenthasig-
noredthe complexities of interior BGP (IBGP), suchasroute
re ectorsandconfederationsWe have alsoignoredaddressag-
gregation.Thesdssueseedo beaddresseth amorecomplete
modelof BGP.

In this paperwe have studiedthe stablepathsasa compu-
tational problem. However, the stablepathsproblemcould be
studiedin the context of a multi-personrepeatedgamewhere
eachnodecorrespondgo a playerand eachsubgameequires
everynode to chooseapathfrom thesetof permittedpathsat ,

. Wedonotde ne thisgamein its mostformalterms(see 3]
for anintroductionto gametheory),but rathergive a slight sim-
pli cation of thestratgyy setsfor theplayers.A pure strategyfor
node , isafunction where

, thenwe musthave . The
interpretations thatif attime , eachnode haschoserthepath

, then determineghe pathwhich node
will adoptattime . A play of thegamecorrespondso each
node xing somepurestratgy andthenplayingeachsubgame

(we may assumehat eachpath storesthe empty
pathattime ) andupdatingthe pathsstoredat eachnodeac-
cordingly Thepayof for node aftergame is simplytherank
of the pathit storesat thattime. A (pure) Nash equilibrium
for thegamecorrespond$o a play of the gamewherefor some

, we have that for eachnode and

. We notethata mixed strateyy for a playercorresponds
to somecollection of purestratgiesfor thatplayerandanas-
signment suchthat ; thusthe player
will usethestratgy with probability . Finally, weremark
that BGP de nes a uniquepure stratgy for eachplayerwhich
it mustthenusealways. Namely a nodemustalways choose
its bestpathamongsthoseavailable. Thusa player's stratey is
timeindependentandsoit canonly alterits stratgy (andhence



ary equilibriumadoptedpy changingtherankingof its paths.
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