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DESIGNING and implementing cryptographic schemes in
such a way that both security and efficiency needs are
met is a notoriously challenging task. To cope with specific
requirements of lightweight platforms or high-speed
applications, special-purpose hardware has turned out to
be an indispensable tool for designers and implementors
of cryptographic systems. In addition, the sheer need to
defend against threats on the implementation level
motivates the use of nonstandard components: To counter
cryptanalytic attacks building on the induction of faults or
information obtained from side channels, algorithmic
countermeasures are combined with the use of special-
purpose hardware.

However, special-purpose hardware is of importance not
only in building cryptographic systems: There are an
increasing number of proposals for cryptanalytic attacks that
make substantial use of nonstandard hardware. Attacks on
both symmetric and asymmetric cryptographic schemes are
explored here and the spectrum of cryptanalytic proposals
ranges from architectures to speed up exhaustive key
searches to designs that support algorithms for factoring
large integers. While, for some of these proposals, no
successful implementations have been reported, others have
been implemented and tested successfully.

With this special section, we try to give an impression of
recent advances in this research topic at the interface of
computer science, mathematics, and electrical engineering.
With the limited number of papers that can be fit into the
space of this special section, we certainly cannot do justice
to all aspects of special-purpose hardware in cryptography
and cryptanalysis, but we hope that the subsequent pages
help in getting an idea of the diverse and fascinating work
that is being done in this area of research. In the call for
papers for this special section, we encouraged submissions
on all aspects of special-purpose hardware in cryptography
and cryptanalyis, including
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e cryptographic and cryptanalytic algorithms building
on the use of unconventional architectures,

e design techniques and evaluation methodologies for
architectures with cryptographic or cryptanalytic
significance,

e fault tolerance in cryptographically or cryptanalyti-
cally relevant architectures, and

e integration of hardware and software for crypto-

graphic or cryptanalytic applications.

In response to this call for papers, we received 47 submis-
sions, each of which was evaluated by at least three
reviewers. Eventually, eight manuscripts were selected to
form this special section of the IEEE Transactions on
Computers.

The (in alphabetic order of the authors) first paper, by
Bijan Ansari and M. Anwar Hasan, reports on a “High-
Performance Architecture of Elliptic Curve Scalar Multi-
plication” for finite fields in characteristic two, including a
discussion of a specialized architecture for scalar multi-
plication. Another aspect of elliptic curves, more specifi-
cally of pairing-based cryptography, is addressed by Jean-
Luc Beuchat, Nicolas Brisebarre, Jérémie Detrey, Eiji
Okamoto, Masaaki Shirase, and Tsuyoshi Takagi. Their
contribution, “Algorithms and Arithmetic Operators for
Computing the ny Pairing in Characteristic Three,” reports
on an efficient hardware implementation of a pairing
computation. Another contribution drawing its tools from
several scientific disciplines is “Provably Sublinear Point
Multiplication on Koblitz Curves and Its Hardware Im-
plementation” by Vassil S. Dimitrov, Kimmo U. Jéarvinen,
Michael J. Jacobson Jr., Wai Fong Chan, and Zhun Huang.
This paper integrates a number of different techniques with
the aim of an efficient hardware implementation of elliptic
curve arithmetic.

Sylvain Guilley, Laurent Sauvage, Philippe Hoogvorst,
Renaud Pacalet, Guido Bertoni, and Sumanta Chaudhuri’s
paper on “Security Evaluation of WDDL and SecLib
Countermeasures against Power Attacks” explores counter-
measures at the logical and physical level to defend against
side channel attacks. The paper reports on two power-
constant logic styles and considers several different side-
channel attacks. The work of Tim Giineysu, Timo Kasper,
Martin Novotny, Christof Paar, and Andy Rupp, “Crypta-
nalysis with COPACOBANA,” belongs to the cryptanalyic
part of the spectrum of this special section. Their paper
describes a parallel FPGA cluster that is optimized for
cryptanalytic applications and this contribution gives an
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idea of the current state-of-the-art in attacking crypto-
graphic schemes by means of a special-purpose architec-
ture.

The use of elliptic curve cryptography in a setting with
rather strict efficiency constraints is discussed by Yong Ki
Lee, Kazuo Sakiyama, Lejla Batina, and Ingrid Verbau-
whede. Their paper, “Elliptic-Curve-Based Security Proces-
sor for RFID,” looks at the implementation of public key
cryptography on a platform with very limited resources.
The problem of defending against fault induction attacks is
addressed by the contribution of Paolo Maistri and Régis
Leveugle. Their paper, “Double-Data-Rate Computation as
a Countermeasure against Fault Analysis,” discusses
several types of fault attacks, including faults with a
duration of more than just one clock cycle. The problem
of defending against differential power analysis is ad-
dressed by Radu Muresan and Stefano Gregori. In their
paper, “Protection Circuit against Differential Power Ana-
lysis Attacks for Smart Cards,” a current flattening
technique is explored that aims at improving the protection
of smart cards.

In the end, less than 20 percent of the submissions
could be included in the limited space available for this
special section and we would like to express our sincere
gratitude to all of the authors who submitted their work
to this special section—independent of whether the paper
could be accepted or not. We would also like to thank the
anonymous reviewers for their invaluable help in evaluat-
ing and judging the submissions. Further on, it is our
pleasure to thank Fabrizio Lombardi and Joyce Arnold for
their continuous help and support with all our organiza-
tional questions in connection with this special section.
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