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Overview
Cryptanalysis Challenge
Encryption: 

DES → AES

Message Digest Functions
MD5, SHA-1 → SHA-256, SHA-384, SHA-512

Digital Signatures:
RSA, DSA → RSA, DSA, ECDSA

Lenstra-Verheul Model for Key Sizes
Mobile and Adhoc Network Challenge



Cryptanalysis Challenge

Advances in computer architecture for 
cryptanalysis

Special-purpose computers (DES breaking 
machine), 
distributed computing

Surprising algorithmic developments in 
cryptanalysis

Factoring, discrete log, elliptic curve discrete 
log, other methods for secret-key ciphers



DES → AES

DES is standardized (FIPS 46-3) in 1977
Highly resistant to cryptanalytic attacks
Became vulnerable to exhaustive key search attack 
in 1997
Essentially broken in 1999

Using special hardware and software with an 
investment of $250K, one can search 90B keys 
per second, breaking DES in 56 hours

DES is still used in legacy systems



DES → AES

NIST started a process (competition) to replace 
DES with AES in Sep 1997
Of 21 submissions, 15 were selected as AES 
candidates in Aug 1998
5 finalists were selected in Aug 1999

MARS, RC6, Rijndael, Serpent, Twofish

Rijndael was selected as AES in Oct 2000
AES became FIPS 197 in Nov 2001
Triple DES (FIPS 46-3) is still a standard



Advance Encryption Standard
AES has three key sizes: 128, 192, 256
Number of rounds: 10, 12, 14
128 bits is very strong 

Assuming one can break DES in 1 second (trying 2^56 
keys in one second), then, trying 2^128 keys requires 
149 Trillion years

AES Block size is 128 bits
Large block size makes ECB a viable alternative
AES is based on finite-field arithmetic GF(2^8), 
but, table-lookup approaches are possible
Security assurances for 20 years



MD5, SHA-1 → new SHAs

MD5 was proposed by Rivest, part of RSA 
Security PKCS

MD5: 128-bit message digest function

SHA-1 was proposed by NIST, together with DSA
SHA-1: 160-bit message digest function

MD5 and SHA are based on the same principles
Hash functions attacks are different from the 
attacks on ciphers



MD5, SHA-1 → new SHAs
Collision (birthday) attacks on hash functions: 

If                 tries can be made on a hash function of n possible 
values, then a collision can be found with probability

Apply this rule to MD5: n=2^128
If we make 

tries, then we will find a collision with probability 

Hash functions of 128 bits or less are not secure
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MD5, SHA-1 → new SHAs
SHA-1 is 160 bits .. still fine
NIST introduced 3 new SHA functions 

SHA-256, SHA-384, and SHA-512

They are not direct generalizations of SHA
Based on some new methods and constructs
Standardized on Aug 2002 (FIPS 180-2)

SHA-1, SHA-256, SHA-384, SHA-512

Some security issues
More security analyses are needed
Usage of truncated hashes needs clarification



MD5, SHA-1 → new SHAs
Properties of SHA functions
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RSA, DSA → RSA, DSA, ECDSA

RSA has been de facto digital signature method 
for enterprise networks
DSA was first proposed in 1991
DSA became a US standard in Dec 1998 (FIPS 
186-1)
In Feb 2000, FIPS 186-2 was published, making 
RSA, DSA, and ECDSA as US standards
DSA prime is recommended to be 1024 bits
Subgroup prime is 160 bits, same as SHA-1 size



RSA, DSA → RSA, DSA, ECDSA
ECDSA is based a set of fixed curves
Curves over GF(p) have bit sizes

|p| = 192, 224, 256, 384, 521

Curves over GF(p) are selected with special 
primes, allowing faster arithmetic

p=2^192-2^64-1

Curves over GF(2^k) have bit sizes
k = 163, 233, 283, 409, 571

Curves over GF(2^k) are both kind
random and Koblitz

Normal basis and polynomial basis arithmetic are 
allowed for GF(2^k) fields



Lenstra-Verheul Model

Lenstra and Verheul built a model for estimating 
the key sizes for cryptographic functions

Ciphers, hash functions, and digital signatures
The model is supposed to be valid for many (25) years

The model is based on Gordon Moore Law
Popular interpretation: Computing power per computer 
doubles every 18 months
Technology interpretation: Density of components per IC 
doubles every 18 months
Cost interpretation: Computing power and RAM which 
can be purchased per dollar doubles every 18 months



DES, AES – Exhaustive Key Search

Best method to break DES was exhaustive key 
search
New cipher algorithms are not weaker, in fact, 
stronger due to advanced research
Assumptions: New attacks will not be faster than 
exhaustive key search
Similar arguments for Message Digest 
Warning: Avoid unknown, less-studied methods



RSA - Factoring

Public exponent should not be too small
Breaking RSA is equivalent to factoring
Many methods are developed, continuously 
improved
There is a lot of room for progress
More RAM is available for sieving
New proposals for factoring hardware



DH, DSA – Discrete Logarithms

Large prime divisor of p-1 is needed
Not much algorithmic progress since 
Pollard rho algorithm
Parallelization was proposed
Slow progress is assumed



ECC – Elliptic Curve Discrete Log

Not much progress in elliptic curve 
discrete logarithm problem since 1985
Bad curves need to be avoided
Randomly picked curves over GF(p) with 
randomly picked prime p  look good
A large prime divides group order
Substantial progress would be 
catastrophic



Key-Size Estimates
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Budget & Years

654 B$555 M2020

45 B$392 M2015

3 B$277 M2010

226 M$196 M2005

48 M$160 M2002

Years on a low-
budget Pentium

Budget for 
attack in 1 day

Year



Mobile Adhoc Network Challenge

Widespread proliferation of portable, 
connected devices requires efficient 
cryptography

Interoperability between enterprise 
computers and mobile devices is always 
needed



Wireless Deployment

Wireless, mobile, portable devices deployment 
accelerates

2003: 1 billion digital wireless phones

Different devices: Internet-capable phones, 
PDAs, two-way pagers, smart connected 
peripherals and appliances
The number of wireless Internet clients will 
exceed the number of wired clients in 2004
In the wireless world, security concerns are 
greater



Wireless and Wired

Wireless clients are limited in bandwidth, CPU 
power, memory resources, battery life, and user 
interface
Different network configurations and business 
roles of wireless network carriers
Standards are less well established and less likely 
to be adhered by others
Significant technological differences 
Yet .. we need interoperability between the 
wireless and wired



Gateway Assistance

Gateway performs the security intermediary 
function
It bridges WAP/WTLS protection in the wireless 
and HTTP/SSL protection in the wired devices
Performance burdens with large certificates
A solution: Mini-certificates in resource limited 
clients
Certificates may also have short life spans (daily)
Issues remain: certificate revocation



Certificate Problems

Revocation checking can be performed by a 
server when connected (by SSL servers)
Daily certificates are issued based on the 
credentials found in the long-term certificate
Similar solutions for code or content signing
However, this creates a great deal of 
administrative work
New trust models and new cryptography is 
needed for mobile adhoc networks of devices



ECC versus RSA
The wired Internet environment is almost 
exclusively based on RSA cryptosystem
The emerging deployment of cryptography and 
PKI in the wireless environment bring new 
approaches: ECC
ECC demands less resources
Should ECC replace RSA in the wireless 
environment?
In the server, no particular performance need for 
switching to ECC
In the client, there are good reasons



ECC versus RSA
However, RSA has the leverage of being already 
installed and widely deployed
Verisign, the largest CA in the world, favors RSA 
for wireless clients as well

Our experience to date has indicated that very few 
platforms have problems with RSA

RSA signatures seem to dominate wireless 
devices
However, we still need better cryptography for 
future mobile adhoc networks of devices



Efficient Cryptography

Compact ciphers and hash functions
Compact Diffie-Hellman, digital signatures, and 
public-key encryption functions
Small area, high-speed implementations in 
hardware and software
Provisions for ephemeral data
Connectivity cannot always be assumed
Devices may have unique serial number and 
keys, but not verifiable certificates



Compact Ciphers for Ephemeral Data

One particular research area of interest is the 
development of compact ciphers for ephemeral 
data
Security guarantees only for a short time 
(minutes, hours, or days), and not beyond
Very small key length and code size or chip-area 
and RAM requirements
This objective can be accomplished using 
parametric ciphers



Parametric Ciphers

Instead of using a single encryption (or hash) 
algorithm, we create and use a family of 
algorithms
Each algorithm within the family is selected by a 
parameter or an index
Each algorithm takes little codesize or chip area, 
and works very fast
The adversary faces the problem of which cipher 
algorithm is being used,
Adversary has only a few minutes or hours to 
break the cipher since the data is ephemeral



Questions & Comments

mail  god@heaven.net < Questions
mv   Comments   /dev/null


