
Introduction to Cryptography and Data Security

1. Determine the frequency of every ciphertext letter. The frequency distribu-

tion (even of relatively short pieces of encrypted text) will be close to that

of the given language in general. In particular, the most frequent letters

can often easily be spotted in ciphertexts. For instance, in English: E is

the most frequent one with about 13 %, T is the second most frequent one

with about 9 %, A is the third most frequent one with about 8 %, ... The

following Table (1.1) lists the letter frequency distribution of the English

language.

Letter Frequency Letter Frequency

A 0.0817 N 0.0675

B 0.0150 O 0.0751

C 0.0278 P 0.0193

D 0.0425 Q 0.0010

E 0.1270 R 0.0599

F 0.0223 S 0.0633

G 0.0202 T 0.0906

H 0.0609 U 0.0276

I 0.0697 V 0.0098

J 0.0015 W 0.0236

K 0.0077 X 0.0015

L 0.0403 Y 0.0197

M 0.0241 Z 0.0007

Table 1.1: Relative letter frequencies of the English language

2. The method above can be generalized by looking at pairs (or triples, or

quadruples, or ...) of ciphertext symbols. For instance, in English (and

other European languages), the letter Q is almost always followed by a U.

This behavior can be exploited for detecting the substitution of the letter Q

and the letter U. Remark that in general, Table 1.1 does not provide a one-

to-one mapping rather than a first indication for frequent letters. I.e., less

frequent letters are subject to miss the exact relative frequencies provided

by the table.

3. If we assume that word separators (blanks) have been found (which is not

always but sometimes the case), one can often detect frequent short words

such as THE, AND, ... Once we identified one of these words, we immediately
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